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Integrated Security Operations: Arista NDR 
with Zscaler
Shared Intelligence to Lower Time to Detection and Response
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Detecting and responding to an attacker’s tactics, techniques, and procedures (TTPs) benefits from a holistic view of everything that is 
happening in your environment–starting with the network, which reveals the entire attack surface, like IoT devices, insider threats, lateral 
movement, and privilege escalation to the edge and cloud often act as the initial entry point for attacks. The integration of Arista NDR with 
Zscaler Internet Access (ZIA) enables effective defense-in-depth against even the most advanced cyber threats.

The Arista NDR platform, named a leader in the Network Detection and Response market by Forrester, integrates easily with Zscaler 
Internet Access to provide comprehensive threat detection, rapid and effective response as well as containment and forensic analysis 
capabilities. This combination delivers visibility for threats across both north-south and east-west attack paths and helps customers 
strengthen their security posture across the enterprise. The integration of network detection and response (NDR) with the security service 
edge (SSE) also drives zero trust maturity, ensuring organizational security policies are enforced whether users and devices are on or off-
premises. 

Better Together: The Benefits

• Visibility & detection irrespective of where the users or devices are located

• Threat intelligence sharing ensures rapid enterprise-wide risk mitigation

• Automated blocking of command and control and data exfiltration helps lower the impact of threats like ransomware

The Strengths of Each Platform

The Arista NDR platform provides broad context beyond 
managed endpoints to the 50+% of unmanaged 

infrastructure. Arista NDR thus provides a complete view 
of the potential attack surface and the business assets that 
are part of it. By observing and analyzing every behavior on 
the network, Arista NDR tracks assets as they move across 

your network. It autonomously builds an understanding of 
the relationships and similarities between entities and thus 

detects threats, reacting within seconds if necessary.

Zscaler Internet Access (ZIA) includes a comprehensive suite 
of AI-powered security and data protection services to help 

organizations stop cyberattacks and data loss. ZIA 
dynamically computes a risk score and then inspects traffic 

inline to secure users as well as workloads and IoT/OT 
devices as they access the internet or SaaS destinations. 
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How They Complement Each Other

With this integration, alert categorization and domain intelligence data from Zscaler are factored into Arista NDR’s risk analysis 
of north-south traffic. This enables Arista NDR to quickly detect attacker command and control infrastructure as well as data 
exfiltration. Similarly, intelligence about domains identified as malicious within the customer’s network is shared by Arista NDR 
with ZIA, enabling the blocking of malicious inbound and outbound access not just for the initial victim but across the rest of the 
organization’s digital assets. 

Arista NDR’s network visibility picks up east-west behaviors like lateral 
movement, credential abuse, and privilege escalation that stay purely within 
the organization’s internal network. For example, in a recent attack, Arista 
NDR discovered a compromised device performing credential brute force 
on the internal network as part of a larger ransomware threat. By working in 
conjunction with Zscaler, Arista NDR prevented the device from engaging in 
command and control as well as any potential data exfiltration. Moreover, this 
also allowed the attacker infrastructure to be blocked at the perimeter from all 
corporate devices and users.

The Devil in the Details: An Integration Case Study

Automatically view a timeline of the breach. 
Arista NDR automatically constructs a forensic timeline showing the series of 
activities flagged for the device in question as well as the broader attack map that 
identifies the entire kill chain along with other devices, destinations, and activities 
relevant to the investigation.

Ingest global classification and custom category data from ZIA. 
Domain intelligence data from ZIA is ingested into Arista NDR and is factored into the 
risk analysis as well as to identify stages in the attack lifecycle such as command and 
control and data exfiltration.
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Get Started — Set Up the Integration to Get a Holistic View of Your Environment

Setup the integration in two quick steps:

1.  Obtain an API key, URL, Username and 
password for your ZIA deployment.

2. Arista NDR’s customer success handles    
    the rest to turn on the integration.

Mitigate risk enterprise-wide 
The integration also enables one-click risk mitigation to block access to any other domains identified as malicious. This extends 
protection to the entire enterprise, not just for the initially compromised device.
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