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Delivering Flexible Patient-Centric Care
with VeloCloud™ SD-WAN

At a Glance

Provide reliable, secure, and efficient
delivery of healthcare data such as EHR and
imaging to, from, and between the cloud,
data centers, pop-up clinics, hospitals,

or home offices. Deliver exceptional
patient experiences through fast, stable
connectivity.

Facilitate HIPAA, PCI-DSS compliance and
protect healthcare workforce, network,
application, and sensitive patient data against
emerging threats from inside and out.

Turn up new sites quickly or integrate
newly acquired sites into the existing
network with cloud-delivered zero touch
deployment and unified network and
security stack. Accelerate transformation
of IT operations to an agile mode with
proactive remediation and self-healing.
Future-proof network and security
infrastructure for long-term projects. Transition
smoothly with a flexible architecture,
leveraging services from VeloCloud and a
broad ecosystem of third-party solution

providers, from analytics to security.
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The ability to provide excellent care to patients, to enable access to all

medical records regardless of location, and processing transactions
between customers, care facilities, insurance agencies and more, all
necessitate Healthcare organizations to modernize their technology.
With mergers and acquisitions on the rise, payments taking place
online, and growing data needs, healthcare organizations need robust,
scalable, secure, and easy to manage networking infrastructure that
allows them to keep up with changing technology trends.

Our Solution is Designed with Healthcare in Mind

VeloCloud SD-WAN is designed to address the unique challenges of
healthcare organizations, ensuring secure and reliable connectivity
across all locations and devices.

The platform includes dedicated orchestrators and gateways that provide
a centralized “single pane of glass” for managing complex healthcare
networks, making it easier to deploy, monitor, and optimize connectivity
across hospitals, remote offices, pop-up clinics, and telehealth services.
The environment is tailored for HIPAA-specific deployments, which help
protect sensitive patient data. Key features like a 3-level role-based

access control system, built-in DDoS attack prevention, and hardened
infrastructure ensure robust security. The solution integrates VMware's
Enhanced Firewall, IDS/IPS, and URL filtering to provide additional layers of
protection. Security operations and dedicated support teams continuously
monitor and optimize the network to ensure high availability.
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Application Reliability for Critical Care and Telehealth

VeloCloud’s patented Dynamic Multi-Path Optimization (DMPO) provides sub-second failover. It continuously monitors
network health—tracking latency, jitter, and packet loss—to automatically route critical traffic, such as real-time telehealth
video or large imaging files (PACS/DICOM), along the best-performing path. This has been shown to reduce healthcare
network downtime from an average of one hour to just six minutes per year.

Built-in Security and HIPAA Compliance

The solution includes native security features like stateful Layer 7 firewalls, intrusion detection/prevention (IDS/IPS), and end-
to-end encryption. It uses network segmentation to isolate sensitive patient data from guest Wi-Fi or payment traffic, which is
a critical component for maintaining HIPAA compliance.

Operational Efficiency with Zero-Touch Provisioning (ZTP)

Healthcare providers can rapidly deploy new clinics or pop-up testing sites without sending highly-skilled technicians on-site.
Through VeloCloud Orchestrator, IT teams can manage thousands of distributed locations from a single dashboard, applying
network-wide policy changes or software updates with a single click.

Common use cases demand a change in architectural approach
SD-WAN has become a saving grace for the Healthcare industry. Because it can be deployed
Over-the-Top (OTT) or as a replacement to existing infrastructure, it is a highly flexible and
scalable technology that enables Healthcare to provide continuous patient care and supporting
care personnel with improved efficiency, access, speed, and security.

Let’s Look at the Use Cases

Modernization and Cost Reduction

Rising operational costs associated with traditional MPLS connections hinder
the ability to scale services and respond to evolving healthcare needs. As
organizations strive for greater efficiency, they recognize the necessity of
optimizing resource allocation and enhancing connectivity across multiple
sites and cloud applications.

Virtual Care / Telehealth

Remote healthcare relies on consistent network availability, uptime,

and secure connections, as quality of service (QoS) is critical for virtual
consultations and patient case discussions. Dropped calls or poor connections
hinder care, and physicians need secure access to patient data for effective
virtual care delivery.

Healthcare Threat Protection and HIPAA Compliance

Advancements in medicine, increased regulations to protect data for patients
and doctors, and the digitization of healthcare processes combined with
surging cyber threats mean that organizations demand a scalable, secure,
uninterrupted, and bandwidth-flexible healthcare IT network. To maintain
trust and operational integrity, healthcare organizations must proactively
safeguard their networks against evolving threats, ensure compliance with the
Health Insurance Portability and Accountability Act (HIPAA), and guarantee
uninterrupted access to critical healthcare applications.
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Client & loT Device Experience

loT devices such as MRI machines, infusion pumps, and light bulbs are part of the network. These devices need to be manually
onboarded and are often unmanaged and unmonitored, with IT having no insights into their performance and behavior. IT
needs a way to ensure loT device performance and security.

Machine Maintenance

Hospitals and clinics rely on a vast array of medical devices, from imaging systems to infusion pumps, that require frequent
maintenance and software updates from external manufacturers. These devices are essential for patient diagnostics and
treatment, and any downtime can impact patient care. Healthcare IT teams need a secure way to allow manufacturers remote
access for timely diagnostics and updates, ensuring that these critical machines remain operational without exposing the
broader network to security risks.

Remote and Mobile Pop-up Clinics

In today’s world, healthcare providers often need to swiftly establish pop-up clinics to manage rising patient demand and
expand care access. At the same time, mergers and acquisitions continue to extend healthcare networks, shifting services
to new locations as part of their growth strategy. Whether it’s a pop-up or a newly acquired branch location, they need the
same network connectivity and access to critical applications as hospitals, requiring rapid integration and secure, reliable
connections from healthcare IT.

Work From Anywhere

The COVID-19 pandemic has permanently transformed our lives, compelling radiologists and other physicians to work from
home or anywhere. IT departments must ensure that these professionals experience seamless connectivity, as if they were in
the clinic, avoiding issues like VPN logins, emails getting stuck in the outbox, and problems with telehealth application loading.

VeloCloud SD-WAN Outcomes for Healthcare
VeloCloud SD-WAN uses a cloud-delivered architecture to optimize and secure network traffic, enabling
organizations to scale effortlessly while maintaining high performance across diverse locations. Its
native security features—like the Enhanced Firewall Solution, IDS/IPS, and URL filtering with malicious IP
blocking—provide secure, optimized connectivity for traditional healthcare sites, remote offices, pop-up
clinics, ambulances, and home offices, ensuring seamless access to cloud and Saa$ applications.

Let’s Look at How the Solution Addresses Healthcare Use Cases and the Outcomes It Provides

Accelerate cloud adoption and improve infrastructure

VeloCloud simplifies network modernization by integrating easily with existing infrastructure, avoiding the need for costly
overhauls. Its cloud-based architecture uses software-defined networking (SDN) to optimize traffic across multiple connection
types, like broadband, 5G, LTE, FirstNet, Fixed Wireless Access (FWA), satellite, and MPLS, allowing for fast deployment without
disrupting current networks. This flexibility enables organizations to quickly scale and add new sites while maintaining secure,
high-performance access to essential healthcare applications.

VeloCloud Solution capabilities:

«  VeloCloud SD-WAN'’s Zero Touch Provisioning (ZTP) allows new network sites to be set up quickly and easily without on-
site IT support, enabling devices to automatically connect, configure, and come online in minutes.

«  VeloCloud SD-WAN automatically applies predefined business policies that prioritize critical applications, ensuring
optimized network performance right out of the box without manual configurations.

«  VeloCloud SD-WAN is cloud-hosted, leveraging a global network of gateways to deliver scalable, resilient, and low-latency
connections for distributed enterprises.
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«  VeloCloud SD-WAN automatically recognizes over 4,000 applications, prioritizing critical healthcare apps out of the box to
ensure they receive higher bandwidth and performance than non-essential traffic like social media.

«  VeloCloud SD-WAN'’s Dynamic Multipath Optimization (DMPO) uses real-time link measurements and business policy
configurations to enable application-aware per-packet steering with rapid sub-second adjustments, ensuring healthcare
applications remain resilient and perform optimally so that patient care isn't interrupted during poor network conditions.

Improve Patient Experience

VeloCloud improves patient experiences by enabling fast, reliable, and secure access to healthcare applications and

telemedicine services, allowing organizations to deliver better digital experience to patients regardless of location. Enhancing

real-time communication between medical staff improves the quality of care and reduces wait times for patients.

VeloCloud Solution capabilities:

«  VeloCloud SD-WAN safeguards business critical application traffic from latency, packet loss, and jitter, and by providing
effective remediation when issues arise.

«  VeloCloud SD-WAN supports healthcare applications like Informacast and Philips bedside monitors by natively handling
multicast traffic within its SD-WAN tunnel and via GRE tunnels, ensuring seamless integration and reliable performance
for critical healthcare services.

«  Physicians get reliable and uninterrupted connectivity during telehealth calls with VeloCloud SD-WAN Dynamic Multipath
Optimization (DMPO)’s ability to aggregate all available links, including broadband, 5G, LTE, FirstNet, Fixed Wireless Access
(FWA), satellite, and MPLS circuits.

Mitigate Risk and Help Ensure HIPAA Compliance

VeloCloud SD-WAN, supported by VeloCloud EFS security capabilities, safeguards healthcare networks, applications, and

sensitive patient data against internal and external threats. This approach enables compliance through segmented traffic, IT-

defined security rules for all data flows, and an ICSA-compliant enterprise firewall on the SD-WAN Edge.

VeloCloud Solution capabilities:

«  VeloCloud SD-WAN includes built-in HIPAA compliance
features, helping healthcare organizations address regulatory
requirements and protect sensitive patient data.

VeloCloud SD-WAN segments various traffic types (voice, data,
PCl, etc.) from end to end with established profile templates that
help ensure separation of loT and operational technology (OT)
traffic from EMR traffic while meeting compliance requirements.

«  The Enhanced Firewall Service (EFS) on the VeloCloud SD-WAN
Edge, equipped with IPS, IDS, URL filtering, and malicious IP
reputation capabilities, can handle internet-bound traffic locally,
eliminating the need to route all traffic through a central point.
Use of VeloCloud's intelligent connectivity fabric makes it easy for
IT administrators to build a customized, high-performance SASE
architecture using their preferred best-of-breed security partners.

«  VeloCloud SD-WAN tunnel is encrypted with IPsec standards
of AES 256-bit encryption with periodic key rotation and
integrity protected with SHA256, and thus the data is also
encrypted and cannot be replayed. VeloCloud'’s architecture
also provides flexibility to add your choice of security
functions to adhere with security compliance programs and
safeguard patient data.
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Improve Client & loT Device Experiences

VeloCloud SD-WAN provides Healthcare IT teams with comprehensive visibility into their entire network. Utilizing a cloud-
based centralized orchestrator, SD-WAN provides IT managers with single-pane-of-glass visibility into traffic flows, network
issues, and enables network-wide configuration or rule changes with a single click.

VeloCloud Solution capabilities:

«  VMware VeloCloud enables IT teams to gain deep visibility into network performance and application traffic through
centralized management and a“single pane of glass” dashboard, allowing for real-time monitoring, troubleshooting, and
proactive optimization across the entire network.

«  VeloCloud provides API capabilities through its VeloCloud Orchestrator API, enabling automation of network
management tasks such as configuration, monitoring, and optimization. This helps IT teams streamline operations,
integrate with other systems, and ensure scalable deployments with programmatic control over network performance.

«  VeloCloud SD-WAN'’s Dynamic Multi-Path Optimization (DMPQO) measures traffic flow across the network, ensuring that
critical applications are prioritized over less-critical ones.

«  VeloCloud SD-WAN provides Edge Intelligence delivering actionable intelligence to ensure that devices such as laptops,
workstations on wheels, loT devices such as infusion pumps, and patient monitoring devices at every location—whether
a hospital or home—are getting the performance they need.

Streamline Machine Maintenance

VeloCloud SD-WAN ensures that healthcare organizations can securely and efficiently support remote maintenance of

critical medical devices across distributed locations. By leveraging optimized network connectivity, it provides reliable, high-

performance links for diagnostics and updates, reducing equipment downtime.

VeloCloud Solution capabilities:

«  VeloCloud SD-WAN allows for network segmentation to isolate traffic from medical machines and ensure that
maintenance and monitoring data do not interfere with other operational traffic. This helps prevent potential security
risks and ensures compliance with healthcare regulations.

« By leveraging cloud-delivered SD-WAN architecture, VeloCloud ensures seamless connectivity between healthcare
facilities and remote machine manufacturers, allowing for efficient machine monitoring, diagnostics, and updates
without requiring complex network configurations or disruptions to patient care.

«  VeloCloud SD-WAN enables always-on connectivity with automated failover and optimization for critical device traffic.
This ensures that machine maintenance systems are consistently accessible, and that data flow remains uninterrupted
even during network issues, preventing downtime in critical healthcare systems.

Turn Up New Sites Quickly

VeloCloud SD-WAN Edge devices enable healthcare organizations to deliver secure connectivity and access to critical

applications across mobile clinics, pop-up clinics, and new or remote locations using 5G, LTE, FirstNet, Fixed Wireless Access

(FWA), and satellite. Additionally, emergency responders in ambulances can rely on VeloCloud SD-WAN for secure, reliable

connectivity on the move, matching the connectivity standards of hospitals and clinic buildings.

VeloCloud Solution capabilities:

«  VeloCloud SD-WAN provides true Zero Touch Provisioning (ZTP) which enables rapid extension of the SD-WAN network to
new sites, allowing setup in minutes instead of the weeks or months required for traditional WAN routers.

«  VeloCloud Orchestrator (VCO) offers a single pane of glass for simplified management, allowing IT teams to easily deploy,
monitor, and control network operations across all locations from a centralized interface.

«  VeloCloud SD-WAN allows healthcare organizations to manage complexities of M&A more effectively, ensuring smooth
transition with its built-in segmentation feature allowing rapid integration of different networks.
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«  VeloCloud SD-WAN integrates with legacy networks, enabling seamless traffic flow between SD-WAN and non-SD-WAN
environments via direct MPLS underlay or SD-WAN overlay through the data center hub.

«  VeloCloud Gateway Points of Presence (PoP) efficiently route traffic through security functions, providing fast, secure
access to Saa$S and cloud services globally, eliminating data center backhaul and optimizing connections to public and
private clouds.

Empower Your Workforce

VeloCloud empowers distributed healthcare workforces by ensuring reliable, high-performance network connectivity across

multiple locations. It enables seamless access to critical applications and patient data, improving collaboration and care

delivery, whether staff are in clinics or working remotely.

VeloCloud Solution capabilities:

«  VeloCloud empowers the remote workforce by shifting from traditional “point-to-point”VPNs to an “any-to-any” cloud-
delivered architecture. This approach ensures that remote employees experience the same network performance and
security at home as they would in a corporate office.

«  VeloCloud SD-WAN helps ensure that healthcare data is always accessible and transmittable, including the accelerated transfer
of radiological images (PACS, DICOM, etc.), bolstering cross-team collaboration to provide vital care from any location.

Why should you invest in VeloCloud SD-WAN?

The advancements in healthcare grow by leaps and bounds and without a strong infrastructure
to enable the seamless, secure, and optimized delivery of those advancements throughout the
organization, the ability to deliver quality care will be impacted. SD-WAN has emerged as the
technologies that are changing the networking status quo for healthcare. The VeloCloud solution’s
ability to deliver on the promise of faster, better, cheaper and more is causing healthcare providers
and their IT staff to take notice. VeloCloud’s solution has been successfully deployed across
numerous healthcare organizations, demonstrating a strong alignment with their needs.

Learn more about VeloCloud SD-WAN.
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