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Introduction

The SANS 2018 Security Operations Center Survey is intended to provide a community

perspective on what security operations centers (SOCs) look like within organizations

across the globe, as well as data and guidance to enable organizations to build, manage,

maintain and mature effective and efficient SOCs. The pace of change in vulnerabilities,

threats and business technology is much faster than many organizational cultures can

deal with. However, real-world experience has long demonstrated that the existence of

defined SOC processes backed by skilled personnel using effective security tools is a

key differentiator between companies that see high levels of business damage due to

attacks and those who avoid or minimize that damage. Key Takeaways

Overall responses in the survey show limited satisfaction with current SOC performance, * Metrics are used in only about
half (54%) of SOCs.

e Only 30% had a positive

. . L depiction of the coordination
although there is consensus overall on what key capabilities must be present within a between the SOC and NOC.

SOC. Respondents also indicated consensus on which SOC functions are more likely to « Asset discovery and inventory

be outsourced to external service providers. tool satisfaction was rated the
lowest of all technologies.

and the lack of a clear vision of excellence or a pathway to excellence. The overall view
of this year's survey respondents is that most SOCs are not fulfilling expectations,

As in almost all security surveys, lack of skilled staff was listed as the top barrier to

improving SOC performance and effectiveness. Two other survey findings directly relate > bilest meslug Ll ever

) i correlation continues to be
to this barrier: highly manual.

54% of respondents did not
consider their SOCs a security
provider to their businesses
(internal or external).

* Only 54% of respondents collected SOC metrics, and most of the metrics were
quantity metrics—not business-relevant effectiveness metrics. Unclear (or
absent) metrics make it difficult to convey to management why to continue to

fund the SOC or to invest in increasing staff headcount and skill sets.
e The most common

« Lack of automation/orchestration, integrated toolsets and processes/playbooks architecture is a single,
0/, ) 0,
were the next most commonly referenced barriers. These three areas are critical central SOC (39%); 29% have

e o o . T “informal/not defined” SOCs.
to providing “force multipliers” to allow limited staff to identify issues, keep up .
31% of SOCs are staffed with

with vulnerabilities and threats, and prioritize action and response. 2-5 people, 36% of SOCS
are staffed with 6 to 25 SOC
S ) personnel, while 11% had 26
prioritized improvement: t0 100 SOC staff members.

« Asset discovery and inventory tool satisfaction was rated the lowest of all SOC 62% cite lack of skilled

technologies in use. You can't protect what you don’t know is there. Current and staff, 53% cite inadequate
automation/orchestration

T as the most common self-
respond/restore SOC mission. identified shortcomings.

Three other survey findings indicate critical areas where SOC processes and tools need

accurate hardware and software inventory is key to the entire protect/detect/

* Despite procurements of SIEM and big data products, most event correlation
continues to be manual. There has long been overpromising of meaningful event
correlation by security product vendors, but the lack of integrated tools and effective
processes/playbooks reduces the effectiveness of even the best of products.

- Effectiveness of SOC/NOC integration was rated as low. Many organizations have
built and staffed NOCs for many years, and there are many areas of duplication or
overlap between NOC and SOC functions. More effective integration between the
two can be key to overcoming resource shortfalls.

l_'@ SANS Analyst Program | The Definition of SOC-cess? SANS 2018 Security Operations Center Survey 2



The survey also pointed out that SOCs are most often centralized into a single
support organization working as security service providers. While they are
centralized, these SOCS are not large: The most common SOC size (31%) is two to
five people. For capabilities, 48% of survey respondents say their SOCs also include
internal responders for incident response.

If you, reader, are like our respondents, you should focus on a few things to drive
improvement: better recruitment and internal talent development; better metrics
to be sure you're providing value to the organization; better understanding of the
environment being defended; and better orchestration both with the NOC and
internal to the SOC, using orchestration tools to drive consistency.

Compared with last year's survey, there has been minor
About the Respondents

» 75% are based in North America and Europe with
worldwide operations.

improvement and no quantum state changes through technology
improvement, staffing or clarity of purpose from the organization.

The reality of security operations is that the winners understand . .
y Yy op e 16% are from cyber security-related companies, 14%

“the grind,” with marginal improvements being hard to win and from finance/banking, 13% from technology and 12%
a pace of change within organizations impeding SOC evolution. from government sectors.
This is certainly a pessimist’s perspective, with the optimistic * 65% are security analysts, architects, administrators and

outlook to keep fighting the good fight to demonstrate value securifylmanagers:

43% of respondents are from companies with
) workforces of less than 2,000; 39% with workforces of
and should do for it. 2,001 to 50,000; and the remaining 17% from companies

with workforces greater than 50,000.
Su rvey Respondents Overview The size of the organizations that took this survey varies
widely, as shown in Figure 1.

In addition to the raw response values provided throughout the

through metrics so the organization can see what the SOC can

Organization Total Size—Employees and Contractors (n=569)
report, there are several graphs that compare the response values

of certain questions to the industry or to organizational size. With More than 100,000 |NEEEEEEEEGEEEEENG— 56
the knowledge that we're seeing a somewhat limited view of SOCs 50,001-100,000 G 40
present worldwide, we'll explore the size, composition, capability 15,001-50,000 G o5

10,001-15,000 [N 31
5,001-10,000 NG 60

and self-assessed shortcomings of the SOCs.

Who Has a SOC? 2,001-5,000 [N 67
1,001-2,000 [N 58
A common question is, “What percentage of/how many 101-1,000 I 107
organizations have a formal SOC?” This survey was not designed Fewer than 100 NI 52
to answer that question, as we solicited information only from 0 20 40 60 80 100

organizations that do have SOCs. Also, it is important to start with
an agreed-upon definition of what a SOC actually is. Without that, Figure 1. Workforce Size
many organizations will respond, “Yes, we have a SOC” to a survey.
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SANS defines a SOC as: A combination of people, processes and technology

protecting the information systems of an organization through: proactive design and
configuration, ongoing monitoring of system state, detection of unintended actions or
undesirable state, and minimizing damage from unwanted effects.

A more meaningful question is “How many organizations have a successful SOC?” We
define the success criterion for a SOC as: when it intervenes in adversary efforts to
impact the availability, confidentiality and integrity of the organization’s information
assets. It does this by proactively making systems more resilient to impact and
reactively detecting, containing and eliminating adversary capability.

This survey focuses on identifying the areas of SOCs that need improvement to reach
consistent levels of success, but there are some data points on how common SOCs are
in businesses.

One reference point on penetration of SOCs comes from Ernst & Young: Its survey of
approximately 1,200 organizations (mostly large and well-funded) found 48% do not
have a SOC! Those figures seem in line with SANS' experience for large companies.

Another way to estimate is to consider the 285 million entities tracked by Dun and
Bradstreet. If the guesstimate is that one company per 1,000 has an actual SOC, then
285,000 SOCs exist worldwide.? The large number of small companies drives this
estimated low-penetration rate. Focusing on the largest 10,000 global companies, a SOC
presence assumption of 52% (from the aforementioned Ernst & Young survey) would
indicate there are approximately 5,200 SOCs in operation in medium to large companies.

SOC Capabilities

There are a lot of marketing terms in use that SANS has collapsed into the usage of the
term SOC: “Fusion Center,” “CIRT,” “CERT,” “CSIRC,” etc. The title is less important than
the collections of protection, detection, response and restoration activities performed.
Toward this end, the survey asked respondents what their SOC does. We also asked
whether they outsourced any SOC functions and/or had areas where both internal
capabilities and external capabilities were used. See Figure 2.

We Do What We Do; They Do It Too

Outsourcing to external service providers is often considered when staffing and skills
shortfalls exist. Outsourcing SOC functions is generally least likely to be successful when
the activity requires deep knowledge of internal business flows or processes or active
modification of internal systems. This is why security administration, security road map
and planning, and remediation show the highest levels of internal services only.

1 u

Cyber Security Regained: Preparing to Face Cyber Attacks: 20th Global Information Security Survey 2017-18,” 2017,
www.ey.com/Publication/vwLUAssets/ey-cybersecurity-regained-preparing-to-face-cyber-attacks/$FILE /ey-cybersecurity-regained-preparing-to-face-
cyber-attacks.pdf, p14

2 www.dnb.com/about-us/our-data.html
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Externally focused services are the most
likely to be outsourced, with penetration
testing, red teaming and threat research
having the highest levels of complete or
partial outsourcing. It's worth noting that

a lot of SOCs perform threat research in
some form (87%) and a lot of them support
penetration testing in some form (86%).
Purple teaming, another poorly named and
often misused term in our industry, is the
least common, but is surprisingly present in
the responses (70%).

The purple team strategy is a combination
of the red team (pen testers) and blue
team (network defenders) in a hands-on
assessment and detection strategy. The
intention is to show the defenders all the
details of the attack to verify that the attack
was detected. This usually helps to assess
the skill sets of the defenders as well as
the most effective detection methods in the
defenders’ toolkits.

That ongoing assessment and integration
with known breach/failure/compromise/
manipulation scenarios of concern to

the organization (often called use cases) have proven to provide high value and will

Activities—Internal and External (n=381)

M In-house Both M Outside Services (MSSP, Cloud)
Incident response 213% [ 52%
Security monitoring and detection 255% [ 6.3%
e SS5 e and ey o
Security administration [ ENEGEGGGEN Y7 10.5% 1 2.9%
Data protection and monitoring 68.8% 16.0% 1 73%
Remediation 11.5% [ 5.5%
security roadmap and planning || INRNEBENEEEEEEEZE 5 9% [ 31%
secupy artecure and engnering Sl
Digital forensics 192% [157% |
Compliance support 15.0% [ 5.0%
Threat research 30.7% 11.0%

Pen-testing 27.8% 291% o 291%
Red-teaming 29.4% 19.4% [262%
Purple-teaming 33.9% 176% | 186% |

4.7%
Other 12.6%

0 20 40 60 80 100

Figure 2. Internal and External
SOC Activities

continue to expand. They do two things: First they check to see whether analysts and

systems are capable of doing what is expected. Second, they provide a hedge against

uncertain circumstances by giving the SOC management the opportunity to indicate that

the SOC was addressing all of its agreed-upon obligations. This moves the SOC out of

being a catchall for uncertainty, unpredictability (nonetheless, it is the author’s opinion

that SOCs are responsible for handling the unexpected) and more to a deterministic

machine for handling the expected but unwanted. Removing unpredictability makes

the SOC easier to manage, but ultimately does not address everything an organization

needs from security operations.

Pretty much everyone’s SOC can and does perform response (97%) and monitoring (97%),
as well as architecting and engineering security of its own systems (93%). Many architect
and engineer security solutions for the systems in the environment as well (90%).
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SOC Size Matters

A frequently asked question about SOCs is, “How many people do | need to run a SOC?”
Hiring skilled security staff is challenging and expensive. The business culture at most
companies is focused on reducing labor costs and shifting to consuming services.

In keeping with the rationale that has long been used for IT headcount, a correlation is
made between the number of nodes/systems or users in the network and the number
of staff required to run the SOC. However, several key things should be considered when
determining the size of SOC staff:

» Threats to your market sector and targeting of your company due to regional or
political alignment

« The maturity of IT operations and the resulting level of “basic security hygiene”
 Sensitivity to an impact on confidentiality, integrity and availability

e Legal, fiduciary and/or industry requirements for processing and protecting
information

« Management and organizational expectations of speed and capability of the SOC
* Requirement to provide services to other organizations

* Frequency of changes occurring to the operating systems and applications
running on the systems

e Funding realities

These factors can drive similarly sized companies to show widely varying metrics. For
example, one company with management that has a low appetite for risk would invest
in SOC skills training and tools, and would have an IT organization that minimizes
vulnerabilities. It would require more full-time employees
(FTEs) to do all this well. A similarly sized company with

Overall Number of FTEs (n=380)

management that does not emphasize or invest in security +1000 W4
would have fewer FTEs. Experience shows that the latter
. . 101-1,000 [N 16
company is very unlikely to be able to meet the standard
SOC success criteria, but without SOC metrics that is 26100 |
hard to demonstrate. The latter company is less likely to -2 | 70
measure itself because it takes time, people and resources 6-10 | 70
to do so. 2-5 [ 117
The survey results indicate that the most common SOC " -
size, with 117 responses, is between two to five people. But, <1 (Part-time) | 1
when accounting for the relative organizational size, the Unknown [N 23
number of FTEs goes up. See Figure 3. 0 20 40 60 80 100 120
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SOC Size—Relative to
Organization Size and Sector

Organization Size vs. SOC Positions in FTE (n=357)

The SOC size relative to

organization size is a decent ?
indicator if your organization 25
is roughly in line with other

organizations your size. This 20
doesn’t account for market- 15

specific challenges. It is one
reasonable way to provide a
comparison.

One obvious trend here is that
smaller organizations tend to
have fewer people in the SOC. The
data don't show a clear answer

to why this is so, but funding

realities and actual demand may

(&)

B <1(Part-time) W1 MW 2-5 & 6-10 11-25 26-100 101-1,000 >1,000

be strong candidates for an explanation, as
is the reality that additional resources for
monitoring require more staff. See Figure 4.

The comparison between SOC size and
market segment loses the sense of size of
the organization, but helps to indicate the
number of people that are being deployed
to address specific threats within sectors.
Larger doesn’t imply more mature, however,
and these values should not be used to
determine what the right size is for your
organization.

No clear trends in the responses indicate
that a specific size is optimal for an
industry. See Figure 5.

Service to the Organization

In today’s business environment, internal
services are often in competition with
external service providers. Corporate
management tries to limit direct employee
headcount to core business areas, and
often IT and IT security are seen more as

o o o o o o o o o
o o o o o o o o o
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Figure 4. Organization Size vs.
SOC Positions
Market Segment vs. SOC Size in FTE (n=357)
<1 (Part-time) 1 2-5 6-10 M 11-25 M 26-100 M 101-1,000 M >1,000
Utiliies 2 5 I
Transportation 3
Telecommunications/ISP 1 1 8 4 5 4
Technology 4 15 5 7 2
Retail 1 1 4

Other 2 3
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Nonprofit/Association 1
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Insurance 2
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Healthcare 2 1
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Government 1 2 m 13 8 1
Education 3 9

Cyber security 1 2 13 7 7 5 1
Banking and finance 1 2 18 13 5 1
0 20 40 60 80 100

Figure 5. Market Segment vs.
SOC Size

SANS Analyst Program | The Definition of SOC-cess? SANS 2018 Security Operations Center Survey 7



commodity functions. Security managers SOC Provider? (n=102)

must determine how they will organize and - -
Yes, use of the internal SOC is mandatory.
architect SOC services with this in mind. No, they may acquire services from external parties. M Unknown
. 42.86% I YAUSS
Overall, 54% of respondents see their SOC More than 100,000 86% 30.00%
. . - . 50,001-100,000 61.54% 15.38%
as an internal service organization to their
. . . 15,001-50,000 35.29% 4118%
business. The SOC represented is considered
. . 10,001-15,000 66.67% 22.22%
a service provider by 102 respondents. Of
5,001-10,000 55.56% 33.33%
o : .
these, 53% say use of the internal SOC is 2,001-5,000 50.00% SOT00%
o . oL
mandatory, and 29% say their organizations 1,001-2,000 83.33% ey
can acquire third-party SOC management 101-1,000 53.33% 26.67%
services. See Figure 6. Fewer than 100 55.56% 22.22%
0 20 40 80 100

The key to being an effective service
provider is to first have stable, repeatable operations of the SOC information systems
themselves. The survey covered how organizations are managing systems, and it will be
discussed later.

Fundamental SOC offerings of device and network monitoring, threat intelligence,
response and forensics, and system assessment are necessary. These offerings might

be passed through services from other providers. The customer should be shielded
from the complexity of what company is delivering the service. The customer interfaces
via a single entry-point to the SOC. There should be a clear portfolio of offerings to
constituents or customers with an understanding and expression of exactly what can
and cannot be done. The flexibility of offering tailored services is exceptional, because it
is difficult to accomplish while also providing needed stability.

Adaptability and resilience in the face of unexpected problems are other key
components of what the SOC provides. Service providers with mature emergency
response teams that have seen all manner of odd and unexpected situations bring
calm and poise to bad circumstances. Few organizations can afford to have a staff

of seasoned emergency response people. If the organization has this staff, it usually
means that emergencies are happening frequently. The service provider performs drills
and practices with customers to ensure that the unexpected is handled smoothly when
it arrives, with the understanding that problems will arise, and the response actions will
be effective but not graceful.

Service providers, internal or external, tend to develop a higher level of maturity in
specific capabilities because they are selective and restrictive about what they offer for
capability and technology. So general guidance is that if the organization needs faster
change and more customization, the service provider model is the lesser option. In
addition, if the organization wants to achieve maturity rapidly, a well-selected service
provider is a jump-start to that maturity. That provider's shortcomings, identified

as pain points over the time of using the provider, represent an opportunity for the
provider to expand its service portfolio or for the organization to selectively change to
in-house capabilities.
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SOC Architectures

The architecture of a SOC can be fully
centralized, fully distributed or anywhere in
between. The choice of architecture should
be driven by how IT and business services are
delivered and managed. From an efficiency
and effectiveness perspective, the worst
choice is to have no formal architecture, and
almost 30% of respondents indicated they
have only an informal SOC and no defined
architecture.

Of respondents who did cite a defined
architecture, 39% reported having a single
centralized SOC, and 13% reported having both
centralized and regional SOCs. These numbers
are very close to what the 2017 survey
reported. See Figure 7.

Over the next 12 months, 7% will include
cloud-based SOC services, with a predicted
1% growth in regional SOC distribution. Of
those indicating changes, 47% say they'll
implement a single central SOC architecture,
and 7% anticipate that their architectures will
be “informal with no defined architecture.”
These percentages are the raw numbers of
respondents divided by the total number of
respondents to the question. See Figure 8.

Figure 9 shows the planned change between
current and in one year. Clearly the move

is away from the informal. But, there's also
a movement away from a single, central
architecture.

The respondents’ projections show strongly
that ad hoc/informal SOCs are on the decline
and that more cloud-based SOC services will
be deployed, increasing the percentage of full
SOCs distributed regionally and decreasing the
dominance of single, centralized SOCs. To make
this move successfully, any organizations with
informal or undefined SOC architectures will

Deployed SOC Architecture (n=387)

other [ 19
Cloud-based sOC Services [ 18
Partial SOCs in Regional Locations [l 12
Full SOCs Distributed Regionally [N 23
Centralized and Distributed Regionally [ INNEME 1
Centralized into a Single Soc [ NG 152
Informal SOC, No Defined Architecture [ NEREEEEE 112

0 20 40 60 80 100 120 140 160

Figure 7. Current SOC
Architectures

Next 12 Months (n=270)

other [l o
Cloud-based s0C Services [N 28
Partial SOCs in Regional Locations [l 5
Full SOCs Distributed Regionally B o
Centralized and Distributed Regionally [ INNEEEN -5
Centralized into a Single soc [ NG 128

Informal SOC, No Defined Architecture | 28

0 20 40 60 80 100 120 140 160

Figure 8. SOC Architecture
Evolution in Next 12 Months

Difference Between Now and Next 12 Months (n=387)

Other -10
Cloud-based SOC Services B o
Partial SOCs in Regional Locations -7
Full SOCs Distributed Regionally B
Centralized and Distributed Regionally -6
Centralized into a Single SOC -24
Informal SOC, No Defined Architecture -84

-100 -80 -60 -40 -20 0 20

Figure 9. Planned Change in
Next 12 Months (n=387)

SANS Analyst Program | The Definition of SOC-cess? SANS 2018 Security Operations Center Survey 9



be forced to develop a formal strategy and defined processes that will work across the

distributed architecture.

As they move more toward cloud services, perhaps organizations are considering that

their architectures will become more formal in the next 12 months because using cloud-

based services requires formal contracts and service level definitions.

SOC and NOC Relationship

The SOC monitors the normal operations of the information systems on a near-constant

basis, and there are many common or overlapping functions between operations and

security. Synergy between the NOC and
SOC in terms of shared information and
shared goals can be a driving force for
SOC efficiency and effectiveness.

However, the survey demonstrates SOC/
NOC integration is a point of substantial
frustration for many SOC managers

and analysts. In the survey, only 14%

of respondents who have a NOC report
fully integrated SOC/NOC functions and
workflow. At the far end of the spectrum,

SOC/NOC Relationships (n=389)

We don’t have a Noc. |, 104
Our SOC and NOC teams work together only when _ 78
there are emergencies.

Our NOC team is an integral part of our detection and

response, although our SOC and NOC activities are not [ NEREEE 7

technically integrated.
Our SOC and NOC teams have very little direct I v
communication.

Our NOC team and SOC team are kept well-informed

through integrative dashboards with shared [ N RN -+

information, APIs and workflow, where needed.

There is no relationship. [INEGEG 32

organizations either don't have a NOC, or

other [ 13

0 20 40 60 80 100

the SOC and NOC are entirely separate

with no relationship between them. See

Figure 10. Figure 10. SOC/NOC

Relationships
Of those who responded “other,” five write-in responses indicated that the SOC

and NOC are the same team.

Looking at the responses by industry verticals, we see that government agencies,
followed by banking and finance, have the highest rate of integrated shared dashboards
and information. Government agencies typically have little or no separation between

IT and security operations. Because it has long been a prominent target of both cyber
criminals and auditors, the banking and finance sector is typically where security best
practices are found.

. Does Your SOC Provide Metrics?
Measuring SOC-cess

ves | 4
No I ¢
unknown [N 37

that can be used in reports and dashboards to gauge the ongoing status and 0 40 80 120

Some people contemplate life, the universe and everything. Some people
check their stock market portfolio every hour or so. Slightly more than half
measure something. Only 54% of respondents stated they provide metrics

Figure 11. Use of Metrics
(n=268)

effectiveness of their SOC's capabilities. See Figure 11.

That's not a good start. While security managers complain about management not
providing resources for security operations, CEOs and ClOs complain about security
programs always asking for increased funding but never being able to define how
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much is enough or how well past investments in security have performed from a

business perspective.

SOC processes and controls collect much volume-related data, such as quantities of

vulnerabilities, alerts, attacks, incidents, closed trouble tickets, etc. However, these

numbers have little business relevance unless connected to avoidance or minimization

of business damage.

Of those that measure success of their SOC operations, the top three metrics include:

Number of incidents handled, time from detection to containment to eradication, and

number of incidents closed in a single shift. The second metric—time to detect, contain,

eradicate, restore—can be a
highly effective metric when

Metrics in Use (n=117)

54%

Only 54% measure whether
they’'re SOC-cessful.

shown over time and correlated Used Enforced M Consistently Met M All Three
to reductions in downtime or Number of incidents handled Sh 8
other business impact. Time from detection to containment to eradication 39 8
The “other” items included a Incident occurrence due to known vs. unknown vulnerability 33 8
couple of good ideas, including: Number of incidents closed in one shift 33 9
i i H Avoidability of incident (could the incident have been
time to act upon hlgh/medlum avmdec?/wnh common security practices in place?) i 2 Z 0
severity issues, phishing Time to discover all impacted assets and users 27 12
inci Downtime for workers or duration of business outage
incident count and threat it 25 AL 16 |
ine- istics. Thoroughness and accuracy of enterprise sweeping (check
hunti ng related statistics. Also allglnformatlon systems for indicators of compromise) 2 7
there was a little comic relief: Thoroughness of eradication o 6  BEE
(no recurrence of original or similar compromise)
I'm Stealmg these metrics, Risk assessment for systems conveyed to SOC 23 1
btW' wrote one respondent. Threat actor attribution (using threat intelligence) 20 A 12 12
See Flgu re12. Losses accrued vs. losses prevented 18 3
MOStly Manual Monetary cost per incident =~ 14 8
other 334
Of these, there are not many
0 20 40 60 80 100

measurements that are ranked

as consistently met. But, measurement and striving to meet is at least one maturity level

above not measuring at all. Furthermore, most of the respondents were stuck doing this

assessment manually. To paraphrase Andrew Jaquith from Security Metrics: Replacing

Fear, Uncertainty, and Doubt, metrics should be derived from data that is readily

available and computed in an automated
fashion.® See Figure 13.

The good news is that it is, in fact, possible
to produce a largely automated dashboard
to provide ongoing visibility. How is this
accomplished? Identify your data sources:
ticketing system, SIEM, automation tool,
customer performance feedback and
evaluation, and the dashboard/reporting

Figure 12. SOC Performance
Metrics

Manual vs. Automatic Assessment (n=132)

Partially automated data extraction, with substantial
manual effort required, and partially automated calculation

Completely manual process requiring extraction of data
from multiple sources and mostly manual calculation

Primarily automated, with minimal manual effort
to complete reporting

Fully automated via an integrated dashboard, with
complete, ongoing visibility into SOC performance metrics

Other

I 66
I -:

I

I s

I2

0 20 40 60

Figure 13. Manual vs.
Automatic Assessment n=132

3 Jaquith, Andrew. Security Metrics: Replacing Fear, Uncertainty, and Doubt. Upper Saddle River, NJ: Addison-Wesley, 2010.
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system that you'll integrate into. If an automation tool
is in use, there are usually reports within it that can
be leveraged straight away.

Start with easily quantifiable metrics that can be used
as good examples of what you're trying to accomplish
and have no ambiguity or need for analysis. For
example, the application of patches once approved via
change control within the organization. Patch release
data, change approval data, software inventory control
and vulnerability scan data can all be combined to
show a timeline of release, approval, distribution and
verification of needed change in the organization.

For something more difficult to automate, let’s
consider “time to detection.” This is the most
important metric for SOCs currently. It is considered
most important by the author because it triggers

a cascade of investigative and responsive actions

and is a serious deficiency in most SOCs. This has
been validated by the respondents of this survey, in
community literature and by firsthand observation.
Calculation of time to detection depends on thorough
analysis of the incident. To arrive at a meaningful
metric, the root cause analysis must produce data

of the initial compromise time entry. The calculation
could be automated if the data derived from analysis
was available as part of the SIEM or ticketing system.
The “initial compromise” is a specific reference to the
Vocabulary for Event Recording and Incident Sharing
(VERIS) schema.”

Artisanal, Handcrafted Snowflake
Machines

SOCs are not all created equal, and many require
customization and tailoring to deliver business-
valuable security services. In addition to writing their
own tools, respondents are also using commodity
tools to perform their tailoring and customization.
This effort is error-prone, labor-intensive, frequently
changing, and without a clear consensus on what the

Number of Respondents Using Technology (n=318)

Access protection and control/vPN [N 297
Log management [N 253
Endpoint monitoring and logging |GG 276
Application log monitoring [N 275
SIEM (security information and event I
manager)
Continuous monitoring and assessment [N 272
Network intrusion detection system (IDS)/ I o7
Intrusion prevention system (1PS)
Customized or tailored SIEM use-case I
monitoring
Vulnerability remediation [INNENEGEGEGE 5
Data loss prevention [N 247
Asset discovery and inventory [NNNENEGEGEN 243
DNS log monitoring [ NN 22
T e s, I 236
(open source, vendor provided)
Ingress filtering | INEG_—EE 23
External threat intelligence (for online I s
precursors)
DoS and DDos protection |GG 228
Next-generation firewall (NGF NG 227
Network traffic monitoring [NNNENGDIN 227
Egress filtering |GGG 225
web proxy NG 223
Endpoint or host-based detection and I 0
response (EDR)
Application whitelisting | I NEREEEN 220
Behavioral analysis and detection [NNENEGEN 210
Web application firewall (WAF) NG 212
Risk analysis and assessment |G 211
Network Access Control (NAC) [INNEGEN 207
Netflow analysis [ INREG_ 203
Threat hunting [INEG_G— 194
SSL/TLS traffic inspection |G 101
Malware protection system (MPS) |G 101
Full packet capture [ INEG_— 58
Ransomware prevention [NNIEGSN 137
Malware detonation device (inline I s
malware destruction)
User behavior and entity monitoring [ NNEREEGN 73
eDiscovery (support legal requests for I
specific information collection) 167
Packet analysis (other than full PcAP) NG 166
Al or machine learning [INNENEGEGEN 165
Frequency analysis for network connections [NNNEGGEN 159
Deception technologies such as I 0
honeypotting
Deception technologies NG 139
Other IEEGEG—

0 100 200 300

tools can and should do. Furthermore, the tools must

Figure 14. SOC Tools and

Their Uses
be frequently updated, repaired and patched.
“ More information is available at http://veriscommunity.net/index.html
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Organizations are using a lot of technologies in

Percent Satisfied (n=278)

their SOCs, most of which have both preventive and
detective capabilities.
If you are reading this and don't have a SOC, you can
consider this an ordered list of tools that are most
popular among SOCs. If you already have a SOC, you could
look at the list to see if there's something you're not
deploying that everyone else seems to be using. In either
case, it doesn't mean the average mix is right for you. See
Figure 14 to determine whether you have good risk, threat
or business reasons for diverging from the norm.

(1 Can’t Get No) Satisfaction

No analyst in the SOC will tell you that the tools are
perfect, that the tools never make mistakes, and that the
tools frequently adjust themselves to account for the
changing threat landscape and learn from the constantly
changing business environment. Yet, marketing pitches
and advertising quite often make those exaggerated
claims. In SOCs, success requires a mix of skilled
analysts, skilled administrators and tool curators,
repeatable processes, and effective security tools.

Survey respondents indicate that a lot of room for
improvement exists in the security tools they are using
in SOC operations. Across the board, most respondents
were, at best, somewhat satisfied or not satisfied with
the various tools used to prevent, detect and respond.

Next-generation firewalls and web proxies are mature
protection areas that had the highest reported overall
satisfaction (B+) of those using them. However, another
very mature area (asset discovery and inventory) fared
the worst (F) at 59% (number of respondents: 278).

This indicates an enormous problem with currently
used products—the highest priority Critical Security
Controls (#1 and #2) are discovery and inventory. Figure
17, a little later in this paper, addresses the methods

employed to perform asset discovery.

A few other highly hyped technologies received very
low satisfaction scores: data loss prevention, artificial

Next-generation firewall (NGF) |G 38.6%
web proxy NG 57.4%
Access protection and control/vPN [INNEEEGEGEGEEEEEN 35.0%
Malware protection system (MPS) [NIENEGEGGEN 54.8%
Ransomware prevention [N 53.0%
Web application firewall (WAF) [N 52.4%
DoS and DDoS protection |GG 52.3%
Ingress Filtering | INEEG_— 51.7%
Malware detonation device (inline I
malware destruction) 81.4%
Risk analysis and assessment [NNNENEGEGGGN 31.3%
Endpoint or host-based detection and I
response (EDR) 81.3%
Packet analysis (other than full pcAP) [INNNEGEGGEN 211%
other |GG 30.0%
Network Access Control (NAC) [INNENEGEGEGEEN 78.9%
Network intrusion detection system (IDS)/ I 75.7%
Intrusion prevention system (IPS) e
Application whitelisting [ INEREGEG_— 75.7%
SSL/TLS traffic inspection |G 77.6%
Network traffic monitoring NG 77.2%
Netflow analysis [N 76.6%
Customized or tailored SIEM use-case I
monitoring 76.2%
Continuous monitoring and assessment [N 76.0%
Egress fittering N 75.7%
Full packet capture [ INNEG_G__N 75.3%
Behavioral analysis and detection [N 7:.7%
Frequency analysis for network I
connections 744%
Endpoint monitoring and logging [N 7:.3%
SIEM (security information and event _ 73.0%
management e
Vulnerability remediation [INNNEGGGGEN 72.9%
User behavior and entity monitoring [ NNREREGEEDN 72.8%
Log management [N 72.6%
External threat intelligence (for onl|nt§ I 2 5%

precursors,

Threat intelligence (open source, vendo; I 3

provided

eDiscovery (support legal requests for I 7 5%
specific information collection) e
DNS log monitoring | IEEG_— 701%
Application log monitoring NN 9.6%
Threat hunting [N 69.2%
Deception technologies such as honey I

potting 69.2%
Deception technologies |G 66.7%

Al or machine learning NG 62.9%

Data loss prevention |G 62.1%

Asset discovery and inventory [NNENEGN 59.1%

0 25% 50% 75%

intelligence (Al)/machine learning, and deception
technologies. While many organizations are able

to get security value from these technologies, the level of hype created unrealistic

100%

expectations, and there was no recognition of the skills and SOC processes required to

make these technologies provide value. See Figure 15.

Figure 15. Technology
Satisfaction Levels®

5 (n=278, sort= sum(Very Satisfied+Satisfied)/sum(Very Satisfied+Satisfied+Not Satisfied)
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Drill Down—Visibility and Awareness

Know thy network and software are the highest priority controls listed in the CIS,
because they provide a clear boundary of defense. Enumeration of assets gives the SOC
an opportunity to quantify resources and develop strategies and procedures

) ) L i Inventory Insight (n=296)
for detecting and dealing with issues, as well as observing normal and

anomalous behaviors. Unknown [N 28
Wwe don't correlate | 25

25% or less [ 26

The survey asked respondents how well they ranked their SOC's knowledge,

including inventory of endpoints, specific IP addresses, user and responsible g
o . . . 2 26-50% | 31
party. The largest group maintains such inventories on 76-99% of their assets, s o175 o
as shown in Figure 16. 76-00% T 0
Mostly, however, they managed this correlation between asset and ownership 100% [ 19
with manual methods (looking up IP addresses, checking logs, etc.) This 0 20 40 60 80 100

Count

approach is time- and resource-intensive and makes it impossible to keep up ' '
with the rate of change of hardware and software on the typical business network. Figure 6. mvemory(/gfggﬁ
The fact that 20 respondents indicated that they have full integration between

physical badging, authentication and the SIEM is impressive. This is technically

feasible, but expensive and complicated to implement even in a fully enumerated

network environment. The visibility and control opportunities available as a result

are substantial.

The 55 responses having full integration between the authentication system and SIEM
show movement in a positive direction as well. However, the high level of manual
responses shows that both the capabilities of the products and the skills of the analysts
using them must dramatically increase to support more automated, more repeatable
maintenance of accurate hardware and software inventories.

This is an opportunity for scripting .
i Method of Correlation (n=232)
to prepopulate tables with

relevant information for lookup, or Servers User Endpoints M Both

integrating into SIEM or correlation Other 128
engines if the SOC doesn’t have

. . . Through full integration between our physical
full integration yet. An additional badging system, authentication system, and our 397 [lEM

. . . SIEM/workflow tool
opportunity exists for real-time o
Fully automated through our user authentication

i i i system (such as Active Directory), which is fully =~ 14 [6
asset dISCOVGFy and classification integrated into our SIEM/monitoring workflow tool

based on network traffic analysis.
Mostly automated, but have to fall back to manual 16 15 “
A great deal of information about log inspection and correlation sometimes
every device on a network can be Manual effort each time (manually looking up
IP addresses, comparing against directories, 11 17

gleaned quickly from observed privileged user access logs, etc.5

communications, which represents a

0 20 40 60 80 100

Figure 17. Asset/Ownership

large improvement in speed and fidelity of asset inventory maintenance over old-school _
Correlation

configuration management database (CMDB) and manual approaches. Ninety-seven of
the respondents have made that headway and have things primarily automated. There
were two comments for “Other”: One consisted of homegrown methods using available
data resources such as logs and switch information, and the other considered its
method undefined magic. See Figure 17.
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Response in the SOC

Our definition of SOC success requires the SOC to take proactive steps to reduce risk

in making systems more resilient, as well as using reactive steps to detect, contain and

eliminate adversary actions. The response activities of a SOC represent that reactive

side of operations.

What Triggers a Response

Actions that trigger the response more often
start at the host (number of respondents: 192);
however, triggers from the host are barely
more likely than actions on the network
(number of respondents: 187) with three of
four respondents (number of respondents:
251) saying they would respond to either sort
of alert. What's interesting here is that one
of four respondents stated that an alert from
the endpoint security alone isn’t adequate to
trigger response. See Figure 18.

Our hypothesis, based on other survey data,
is that respondents are relying more on their
SIEMs to alert them to breaches and respond to

Response Trigger (n=251)

Alerts from our endpoint security | IENEREESGN 192
Alerts from our IDS/IPS and firewalls on the network [ NEGEGEEEEEEEEN 57
Automated SIEM alerts [N 165
Anomalous activity [INNEREEEEEEN 160
Evidence uncovered while proactively hunting for threats [ N N -0
Alerts and reports from our third-party intelligence I 2
providers

searching our SIEM [N 113

Alerts from our log management system [N 117

Manually searching logs [N 109
Evidence from deception traps/honey pots | 62

other [l 1
0 50 100 150 200

Figure 18. Response Triggers

them. This is driven by the high level of noise from individual endpoint security agents,

which leads to high levels of false positives. SIEMs are effectively used to filter out low-

level endpoint alerts or to perform simple time/IP address correlation with network

alerts before triggering a response.

Alerts from SIEMs

To correlate and analyze event data, indicators
of compromise (loCs) and other security- and
threat-related data, respondents primarily rely
on their SIEMs, as shown in Figure 19.

SIEM and automation/orchestration tools have
improved their capabilities via enrichment
from threat intelligence data sources that allow
increasing the fidelity and priority of alerts that
match known attack indicators. However, the
low level of satisfaction from asset discovery
and inventory tools indicates that large blind
spots still remain.

Event Data Correlation and Analysis (n=242)

Through our SiEM [N 5
Through our aggregated log management system | 69
Through a threat intelligence platform | 69
E Through home-developed APIs and dashboards [ 55
g Through our automation and orchestration platform [N 4+

Through a workflow tool [ 44

other Il 27

Don’t know. It all happens in the cloud . 13

0 50 100 150 200
Response

Figure 19. Event Data Correlation
and Analysis (n=242)
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Integrated Response

By a wide margin (2.4 times more common),
respondents included incident response as
a fully integrated SOC function, as shown in
Figure 20.

Figure 20 also indicates that IR services are
not taking off as widely as industry reports
indicate. Instead, we are seeing a mix of mostly
internal with some outside services used.

Satisfaction with IR Capabilities

Overall, respondents are “satisfied” but

not “very satisfied” with their response
capabilities. The response capabilities
satisfaction fared worse than the technology
satisfaction. Network forensics, which has
the largest “very satisfied” and the largest
“satisfied” responses, would still get a C.
Malware reverse engineering, hardware
reverse engineering and the use of adversary

deception would get an F on the grading scale.

The order of these on Figure 21 is based on
the percentage of satisfaction of those using
response capabilities.

At its essence, response is about bringing
something out of control back under control.
Response has both an investigative aspect
and an ad hoc change aspect to it. To develop
maturity in incident response, it is useful

to separate the tasks into two categories by
asking: What should | be doing to investigate
the situation? What should | be doing to
change my environment to stop or minimize
damage right now and in the near future?
Ultimately, effective response evangelizes
long-term, proactive change.

Increasing response satisfaction is largely
about practicing for the most feasible
scenarios where control of sensitive assets
will be lost or degraded. Tabletop exercises
have proven to be an effective way to do this.

Response Method (n=254)

Incident response is a fully integrated part of our internal I
SOC capability.
We use internal incident responders who perform response B
as an ad hoc duty when needed.

We use dedicated internal incident responders, but they
are separate from the SOC, with no plans to fntegrate. - 2

. We use internal incident responders with whom we are 20
trying to integrate our internal SOC but haven't yet done so.

We use internal incident responders who work with our R
external SOC services provider.
other [l 9
Incident response is pulled from a services provider that is B
not part of our SOC services engagement.

We pull our incident responders from our external SOC A
services provider.

0 20 40 60 80 100 120

Figure 20. Incident Response

Handling
Response Satisfaction (n=235)
Very Satisfied M Satisfied M Not Satisfied
Network forensic analysis =~ 31
Customer interaction (call center) = 25
Command center = 31
Constituent communications = 20 48
Endpoint detection and response (EDR) = 33
Playbook-based response actions 30 TG0 T
Host-based forensic analysis =~ 27 64
other 410
Adversary interruption = 20
Workflow-based remediation = 25 63
Public relations coordination ' 16
Threat attribution = 19 63
Adversary containment = 19 61
Threat campaign tracking = 21 7000
Reverse engineering of malware = 22 Al
Adversary deception 13 65
Hardware reverse engineering 10072 NG
0 50 100 150 200

Figure 21. Response
Satisfaction®

6 (n=235, sort=sum|[Very Satisfied+Satisfied]/sum[Very Satisfied+Satisfied+Not Satisfied])
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Shortcomings

Lack of skilled staff is the most common (number
of respondents: 148) reason respondents felt was
hampering SOC capabilities. And of those who
responded “other,” three specifically mentioned lack
of skilled staff.

One respondent confided it is “VERY difficult to
teach green people how to rapidly synthesize
volume of data to yield actionable information.”
Another said she was working in a SOC where,
“Current staff lacks any relevant or useful SOC skill
set” See Figure 22.

What's the source of the problem with finding
competent and skilled staff? The difficulty is that

SOC Integration Challenges (n=239)

Lack of skilled staff | NG '8
Lack of automation and orchestration [ NNENREREEEGEGEGEGEEEEEN 26
Too many tools that are not integrated |G 114
Lack of processes or playbooks [N 102
Lack of enterprisewide visibility |INEREMEEIN 100
Lack of management support NN S
Too many alerts that we can’t look into I s
(lack of correlation between alerts)
Silo mentality between security, IR and operations | NRNREE 72
High staffing requirements | NN 65
Lack of context related to what we are seeing | NN 45

Regulatory or legal requirements [N 30

other [l 21

the role of a SOC analyst requires a large amount

40 80 120 160

of background knowledge and adjacent expertise to

derive actionable insights from the data collected into SIEMs and other security tools.
Further, human behavioral and business context is necessary to make a determination

that something is unauthorized.

It is the author’s opinion that most junior security staff are thrust into the role of
SOC analyst with training only on what “security” is. This usually entails basics of

networking, security concepts, cryptography, operating systems and a history of attacker
methodology. What often isn't included is analytical methodology, such as the diamond
model, or analysis of competing hypotheses. There’s little training on outlier detection

methodology, such as least frequency of occurrence or more complicated techniques
such as isolation forests. There is rarely time dedicated to developing and honing

a common analytical methodology among analysts in a single SOC. Further, there is
little time allocated to trying hunting techniques, where the presumption is that the
automated alerting has failed and something bad was missed and is still present.

Tier 1 SOC analyst positions are often introductory positions in the security realm.
These tier 1 staff have the responsibility of looking at the information in a system
and making a critical decision: “Do we need to care about this or not?” If the analyst
decides the item warrants no further inspection, it receives no more attention. The
analyst often has only minutes to make this determination due to the large number

of items to inspect. Yet, there's rarely a clear parameter of accuracy for each decision.

We hope there is a set of known cases by which the analyst can be educated on what
matters and what doesn’t. Very “green” staff need simple examples to develop the
capability of synthesis.

A sequence of increasingly difficult challenges should be in place with known
outcomes and rationale for why the organization cares about some combination of
the information available. If this is done, performance can be assessed. If there is
assessment capability, a drive toward improvement can be undertaken.

Figure 22. SOC Challenges

Some organizations have a
specific hunt team. It is the
opinion of the survey author that
hunting is a process rather than
a team. Use of a specific team to
do that work is one approach to
completing what is considered to
be a required task for the SOC.
While the data in this survey
didn't specifically address this,
we implore SOC owners to hunt,
because the automated tools
that are in use don’t always turn
up issues that are present. The
presumption of compromise,
and the failure of the tools to
identify this compromise, is an
important reality in the SOC.
Happy hunting!
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The companion to trained people is usually an automation tool, and the
second most common complaint (number of respondents: 126) was a

lack of automation and orchestration. These tools are available currently,
with vendors at the ready to install and configure them. But the tools are
infrequently combined with the right set of data, procedures and business
impact, and risk information to produce effective SOC operations. Too many
tools that are not integrated (number of respondents: 114), lack of process or
playbooks (number of respondents: 102) and lack of enterprisewide visibility
(number of respondents: 100) are complaints that exemplify this issue.

The complaints reveal something very interesting, and it is an important
takeaway that most security vendors have tapped into: There's a delicate
balance between human decision making through effective analysis, capture
of analytical effort into the automation and orchestration, and the continued
maintenance of flexibility and resilience in the face of persistent change. In
our opinion, the gamification of the SOC via simulations, exercises, training
or any other form of target practice is becoming the standard operating
procedure for providing a SOC skill set and an effective way of retaining
skilled staff. Many employees are willing to stay for the long term, even in the
same job position, if professional growth and development are offered.

Who Manages the Tools?

In addition to the aforementioned trained analysts, someone (or something)
needs to manage the systems that are used by the SOC analysts. This support
role also consumes funding and requires difficult-to-hire-for skill sets.

The author thinks several respondents were confused by the wording of
question 13: “What is the total internal staffing level (i.e., all related positions)
for your SOC, expressed in terms of full-time equivalents (FTEs)? What is

the number of FTEs specifically assigned to the management of your SOC
systems, not just to analysis of the data from your SOC systems? Note:
Include both employees and in-house, dedicated 1099 contractors who
function as employees in your SOC. If responsibilities are shared across a
team, estimate the equivalent FTE amount of time spent among the team.”

For example, it seems odd that there are greater than 1,000 FTEs specific to
system management for the SOC. That might have been interpreted as system
management across the organization, but the intention of the question was
to ask whether this consisted of management specific to SOC systems. See
Figure 23.

Number of FTEs Specific to System
Management (n=380)

<1 (Part-time) [N 38

>1,000 |1
101-1,000 JJ 4
26-100 [ 23
11-25 [ 21
6-10 NN 7

Unknown [ 26

0 20 40 60 80 100 120 140

Figure 23. Management-Specific
Full-Time Employees
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Wicked Smart?

Smart systems hand decision making over to the machine, but hopefully only with an

appropriate measure of control, so the SOC can identify and contain any missteps by

the fledgling intelligence.

About 62% of the “No” answerers (Partly, No, Not Assessed, Unsure) say they're not
monitoring smart systems. The “Unsure” answers are added to this group, because

“if you have to ask, you don’t know.” See Figure 24.

TAKEAWAY

Smart systems are like children:
Unsupervised, they are typically

able to find mischief faster than
the fatigued adults thought was
possible. A good SOC team also

focuses on minding the “kids.”

Does your SOC support nontraditional computing devices such as smart sensors,
building devices, building monitoring, manufacturing, industrial control systems, and

other items considered as part of the Internet of Things?

So how does a SOC get a little peace and quiet with the smart
systems running amok? There are a couple of approaches: First,
smart systems usually don't have a lot of patches to be applied. So,
change monitoring is a very effective way to identify compromises.
Even simple scripts that take hashes of files and compare against a
known baseline will detect unauthorized change. Attackers frequently
change something to accomplish their objectives. Second, smart
systems are predictable and fairly straightforward to provide normal
baselines of activity. For example, establishing a network behavior
baseline with restrictive network firewall rules is a requirement of
deployment for these sorts of systems. Blocks on network firewall
rules can be investigated on a daily or weekly basis in bulk using
anomaly-detection methodology with the available data. It's true that
anomalies may be authorized changes of the baseline that can be
safely ignored after investigation, but this data shouldn’t be ignored
without investigation.

TLS Inspection

Does your SOC support nontraditional computing
devices such as smart sensors, building devices,
building monitoring, manufacturing, industrial
control systems, and other items considered as part

of the Internet of Things?

In the
Next 12
Now Months
Partly. Our SOC supports some of our | 16.8% 10.7%
connected, at-risk smart systems.
Yes. Our SOC supports all of our 91% 9.3%
at-risk smart systems.
No. We have no plans to support 25.3% 77%
smart systems.
We haven't assessed and inventoried 5.9% 15.2%
smart systems yet, but we plan to.
Unsure 12.0% 12.0%
Other 11% 11%

Figure 24. Support for Nontraditional
Computing Devices Chart (n=375)

Transport Layer Security (TLS) is the standard protocol for encrypting network

communications between any two nodes. TLS inspection is a means of looking into

inbound and outbound communications, as well as internal communications inside

the network. Inspecting TLS traffic is important, because attackers can use uninspected,
encrypted traffic to secretly communicate with infected systems, conduct internal
reconnaissance, and pull sensitive data from an organization. There are two deployment
approaches for achieving TLS inspection: interception and out-of-band monitoring.

Interception of TLS traffic requires the network owner to install a device (hardware or
software) through which all network communications between any two nodes will pass.

The device receives the communications, decrypts them for inspection, then re-encrypts
the communications before delivery to the final destination. This is often called a “man-
in-the-middle” approach. Because interception devices must decrypt, inspect and re-

encrypt communications before the final destination can receive them, they may cause

a delay in communication. They often also use a less secure encryption standard than

the original device, therefore introducing security risk. However, interceptor boxes can

also prevent known malicious traffic from being transmitted.
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Out-of-band monitoring also requires a device, but instead of intercepting

communications, the network owner provides the device with a copy of the traffic via

network tap or port mirror. The device can then decrypt the data for inspection, but

does not slow down the transmission of the message the way a man-in-the-middle

device does.

Each security organization must
choose for itself whether the risks
inherent in the man-in-the-middle
approach are worth it, or whether an
out-of-band solution is preferable.
Often, the answer is some combination
of the two. TLS interception via next-
generation firewall can be an excellent
practice for preventing dangerous
connections between a corporate
network and the public Internet.
However, many SOCs are focusing more
attention on traffic inside their own
network, seeking signals of advanced
attackers who have already bypassed
the perimeter undetected.

Why Hackers Love TLS

Because technical implementations are difficult to conceptualize, here is an analogy
for nontechnical people that explains why TLS inspection is a good idea, even though
there are technical and legal hurdles to implementation. The analogy goes something
like this: You're designing defenses for a physical campus. The isolated campus

is ringed with a large fence that has video monitoring, with on-duty responsive
guards making it essentially impassable. There are two roads into the campus. One

is Cleartext Road and the other is TLS Street. On Cleartext Road, there’s a guard
station. Every vehicle entering the station undergoes inspection, and IDs of the
people entering the facility are verified against a central repository of authorized
individuals. On TLS Street, vehicles and people are free to pass without inspection. In
fact, the guards may not be able to see inside the vehicles even if they wanted to!

If you were an attacker, would you travel in or out on Cleartext Road or on TLS Street?
Attackers will find and exploit all available means for hiding their activity, both

as they cross the perimeter and as they move about inside the campus (network)
seeking valuable data to steal or destroy.

Challenges Inherent in TLS Interception

This survey's questions about TLS
inspection focused mainly on the
interception method, so we'll dive a
little deeper into the challenges of that
decision. TLS interception—a relatively
mature technology—is missing from
most SOCs, according to results. In the
survey, only 13% had TLS interception
fully working, while 43% are not using
TLS interception to see inside encrypted
communications. See Figure 25.

Implementing TLS interception isn't

frequently performed because there are multiple pitfalls. The first issue is a legal

TLS Interception Implementation (n=275)

We're not using any TLS interception to see inside
HTTPS or other encrypted communications.

We have TLS intercept implemented; some
119 categories of websites are excluded from intercept
43% due to company policy and/or user privacy
considerations.

B We have TLS intercept implemented; all categories
of websites are subject to the inspection performed.

91
33% B We have TLS intercept implemented; but in practice

we don't do anything with the connections.

one. Organizations may not have the legal authority to perform TLS interception due

to prevailing laws. Even if an organization has the legal authority, it may not have

confidence or inclination to defend that legal authority.

The second issue is cultural. An organization may choose to avoid TLS interception

because it gives employees the impression that information isn’t private. There

will be questions about organizational inspection of private communications. In an

environment where the prevailing sentiment is that everything done from organizational
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assets is monitored, this isn't an issue. But consider a mixed network such as a
university campus where some communication is private in nature and some is
specifically related to the organization. The university might choose to avoid the effort
altogether because of the perceived complexity and issues regarding how to distinguish
private from organizational electronic communication.

Finally, there is technical difficulty. In short, any system connecting to the network

needs a certification authority —
. . ) ) Certificates

included in the certification

authority repository so that Intended purpose: <All>
it can vouch for every single

website that exists. That is

what allows TLS interception to | Tesued To Issued By
work. Whatever tool (usually a LIDigiCert Global Root G2 DigiCert Global ...
SIDigiCert High Assurance EV Root CA DigiCert High As...

web proxy or next-generation

o ‘ =IDST Root CA X3 DST Root CA X3
firewall) is going to implement SJEntrust Root Certification Authority Entrust Root Cer...
the interception is the SJEntrust Root Certification Authority - G2 Entrust Root Cer...
authority and will terminate LJEquifax Secure Certificate Authority Equifax Secure ...

., GeoTrust Global CA GeoTrust Global...
the TLS connection, then LJGlobalSign GlobalSign
create a second connection ~/GlobalSign GlobalSign

Tl alhalCime NDaas MA PlabhalCiann Dok
out to the correct website. See <

Figure 26.
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Figure 26. Certification Authority

This is effective, but also technically challenging to maintain for organizations with
many different types of devices, or devices that change frequently. This challenge is
much less relevant when using out-of-band decryption and analysis for TLS inspection,
because the out-of-band box does not need to decide whether to allow a connection.
Some out-of-band solutions may still report upon invalid certificates. Another part

of the technical challenge is what to do when the user’s browser has a satisfactory
connection to the intercepting device (web proxy, for example) but the external
resource requires some interaction based on the certificate presented. There are two
basic options: fail open or fail closed. Failing closed is the more conservative and
secure approach, but it will anger users who don’t understand why the connection
isn't working. Failing open is frightening, with the intercepting device blindly accepting
any certificate that might be presented on the Internet. These challenges are primarily
relevant when using TLS interception at the network perimeter. Decrypting and analyzing
internal traffic for signs of hidden hackers has separate challenges and benefits not
addressed in this survey.

Getting the legal, cultural and technical details right takes a lot of effort and is
frequently complex enough that organizations decide to forgo the implementation of
TLS interception and end up with the scenario described at the beginning of the section:
an unprotected and uninspected avenue of ingress and egress.
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A leading indicator of a security program’s capability to effectively and efficiently protect

the business is the existence of a functional and mature security operations center. The
SANS 2018 Security Operations Center Survey identified a number of obstacles security
managers face in deploying and maintaining SOCs:

* Lack of effective and integrated tools

* Lack of effective asset and inventory tools

» Organizational silos and barriers

* Lack of staff and key skills

* Ineffective automation, particularly in correlation
* Unclear or nonexistent definition of SOC-cess

A key finding of the survey was that only about half of the SOCs are using metrics. Not
only are meaningful metrics critical to running an effective SOC, but they are absolutely
mandatory to have any chance of persuading management to provide the resources
needed to overcome the barriers identified in the survey. Hopefully we'll see more
SOC-cess in next year's survey!
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