ARISTA

Deployment Guide

VeloCloud SD-WAN

Azure Private Multi-Access
Edge Compute

Services

Arista.com Arista Networks


https://www.arista.com/en/

Headquarters Support Sales
5453 Great America Parkway
Santa Clara, CA 95054
USA
+1-408-547-5500 +1-408-547-5502 +1-408-547-5501
+1-866-476-0000 +1-866-497-0000
www.arista.com/en/ support@arista.com sales@arista.com

© Copyright 2025 Arista Networks, Inc. All rights reserved. The information contained herein is subject to change
without notice. The trademarks, logos, and service marks ("Marks") displayed in this documentation are the property
of Arista Networks in the United States and other countries. Use of the Marks is subject to the Arista Networks

Terms of Use Policy, available at www.arista.com/en/terms-of-use. Use of marks belonging to other parties is for
informational purposes only.


https://www.arista.com/en/
https://www.arista.com/en/terms-of-use

Contents

Contents

Chapter 1: VeloCloud SD-WAN Azure Private Multi-Access Edge

Compute Deployment GUIAE.......coooeviieiiiii e 1
Chapter 2: VeloCloud Edge on Azure Private MEC Overview.................... 2
Chapter 3: VeloCloud Edge on Azure Private MEC Architecture............... 3
Chapter 4: Deploy a VeloCloud Edge on Azure Private MEC..................... 4
APPENdiX A: REEIENCES......ouiii i e eeeaaaas 10

A.1 Related Documents



Chapter 1

VeloCloud SD-WAN Azure Private Multi-Access Edge Compute
Deployment Guide

This document provides instructions for deploying Virtual VeloCloud Edge on Azure Private Multi-Access
Edge Compute (MEC).



Chapter 2

VeloCloud Edge on Azure Private MEC Overview

Azure Private Multi-Access Edge Compute (MEC) (formerly known as Azure Private Edge Zones) combines
network functions, applications, and edge-optimized Azure services to deliver a broad portfolio of high
performance, ultra-low latency solutions that address the modern business needs of enterprise customers.
Azure's global cloud platform, connectivity and ecosystem of partners and application developers allows
operators and systems integrators to offer these enterprise solutions as fully managed services across a
broad range of compute platforms. For more information, see Azure Private MEC Overview.

Azure Private MEC with a cloud-native orchestration solution allows SD-WAN customers to manage their
VeloCloud Edges from the Azure portal. VeloCloud Edges are deployed on Azure Private MEC at customer's
branches. The VeloCloud Edges on Azure Private MEC provide zero-touch enterprise-class appliances that
provide secure optimized connectivity to private, public and hybrid applications, compute, and virtualized
services. VeloCloud Edges on Azure Private MEC perform deep application recognition, application and
packet steering, performance metrics and end to end quality of service. VeloCloud SD-WAN assures
enterprise and cloud application performance over Internet and hybrid WAN while simplifying deployments
and reducing costs.



Chapter 3

VeloCloud Edge on Azure Private MEC Architecture

This document illustrates a basic architecture and a high-level workflow to deploy a VeloCloud Edge on Azure
Private MEC.

The following diagram illustrates the architecture of Azure Private MEC and describes how a Virtual Edge is
integrated into it. The VeloCloud Edge on Azure Private MEC has three Edge interfaces GE1 (Management
Interface), GE2 (WAN Interface), and GE3 (LAN Interface). The GE1 Edge interface is connected to the
Management Port (P2) on Azure Stack Edge (ASE), and it is used to login into the Edge for troubleshooting
purposes. The GE2 Edge interface is connected to the WAN Port (P6) on ASE, and it is used to establish
SD-WAN tunnels for communicating with other network devices on the SD-WAN network. The GE3 Edge
interface is connected to the LAN Port (P5) on ASE. ASE used in Azure Private MEC uses the Port P1 to
connect to Local Ul and Port P2 to connect to Azure portal. Whenever activating a stack Edge, ensure to
configure an IP address for each of the ASE ports (P1, P2, P5, and P6). You must configure IP address in the
same range for the ASE port and the Edge interface connected to it.

@ Note: You can choose one of the three ports P2, P3, P4 as the Management port on ASE.

Figure 3-1: VeloCloud Edge on Azure Private MEC Architecture

VeloCloud Edge

Physical
Ports

Mamt Internal

ASE

- (Azure) LAN
Link

Local
0]




Chapter 4

Deploy a VeloCloud Edge on Azure Private MEC

Describes the steps to deploy a Virtual Edge on Azure Private MEC.
The following are the prerequisites to deploy a Virtual Edge on Azure Private MEC:

* An Azure account and login information to the Azure portal.

» Familiarity with Azure Virtual Network concepts. (For more information, go to: https://docs.microsoft.com/
en-us/azure/virtual-network/virtual-networks-overview)

» Orchestrator host name and admin account to login.

1. To deploy a Virtual Edge on Azure Private MEC, perform the following steps:
Provision a VeloCloud Edge on the Orchestrator as follows:

a. Log in to the Orchestrator application as an Admin user, with your login credentials.

b. Inthe SD-WAN service of the Enterprise portal, Configure > Edges.


https://portal.azure.com/#home
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-overview
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-overview
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c. Inthe Edges screen, Add Edge. The Provision an Edge screen appears.

Figure 4-1: Provision an Edge Screen
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d. By default, SD-WAN Edge mode is selected. For Enterprise Customers with Analytics enabled, you
can provision an Analytics Edge by selecting the Analytics Only Edge option.

e. Inthe Name textbox, enter a unique name for the Edge.
f. From the Model drop-down menu, select Virtual Edge.
g. From the Profile drop-down menu, select a profile. By default, Quick Start Profile is selected.

h. Select Select License and from the list of available licenses, select a license assigned to your
Enterprise account by the Operator, and Save Changes.

2. Configure optional additional details as required and then Add Edge.

The Edge is provisioned, and you can find the activation key in the Edge Overview.page. Make a note of
the activation key and Orchestrator URL (for example, vcoxxx.xxxx.velocloud.net ) to use it for deploying
the Edge on Azure Private MEC.

Navigate to the Virtual Edge’s Device page and configure the interface settings as follows:

a. Change the interface capability of GE1,GE2, and GE3 interfaces from Switched to Routed.



Orchestrator matches the Interfaces configuration at the Azure side.

Select Save Changes.

Figure 4-2: Changing Interfaces Capability
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Note: You must configure the Edge interfaces before Edge activation. If this step is missed,
the Virtual Edge activates, but then goes offline a few minutes later.

Log in to the Azure portal and create an application instance of type “SD-WAN on Azure private MEC”

as follows:



https://portal.azure.com/#home
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a. Search for SD-WAN on Azure private MEC application and then Create. The Create SD-WAN on
Azure private MEC page appears.

Figure 4-3: Create SD-WAN on Azure Private MEC
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Provide a name for your managed application, and its managed resource group. Your application’s managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name * [ vmwareprivateedgezone ]

Managed Resource Group * (0 mrg-vmware_sdwan_edge_zones-20210506221803

Next: Managed identiy Detais

b. Inthe Basics tab, configure Project details, Instance details, and Managed Application details as
follows:

1. From the Subscription drop-down menu, select your Microsoft Azure subscription.

2. From the Resource group drop-down menu, select a resource group to organize and manage
all your resources. You can also create a new resource group by selecting Create new. For more
information, see Create a Resource Group topic in the SD-WAN Administration guide. Configure the
following Instance details:



Table 1: Instance Details

Field

Description

Region

Network Function Manager Device

Arista SD-WAN Orchestrator

IgnoreCertErrors

ActivationKey

Edgename

Management Interface — GE1

WAN Interface — GE2

LAN Interface — GE3

Select a location for your resource group. Currently, location is restricted to East US
and West Europe.

Select the Azure Stack Edge (ASE) that you have registered to the Azure portal. All
the registered ASEs under your subscription will be listed.

The Orchestrator URL. For example, vcoxxx.xxxx.velocloud.net. You can get the
Orchestrator URL from the Address bar of Orchestrator portal.

Set the value to False as you will be using the IP address of the Orchestrator.

The activation key to activate the provisioned Edge. You can get the activation key
from the Edge Overview page in the Orchestrator portal.

Enter a valid name for the Edge.

The Management interface of the Edge. You can configure DHCP or Static as the
Address type for the interface.

Note: Ensure that the Address Type settings (DHCP or Static)
= configured for the Edge Interfaces in the Orchestrator matches the

Interfaces configuration at the Azure side.

The WAN interface of the Edge. You can configure DHCP or Static as the Address
type for the interface.

The LAN interface of the Edge. You can configure DHCP or Static as the Address
type for the interface.

3. Under Managed Application Details, enter a name for your managed application and its managed

resource group.
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4. Inthe Managed Identity Details tab, add user-assigned identities that has access to Azure Stack Edge
used to deploy Edges by selecting the Add button.

Figure 4-4: Create DS-WAN on Azure Private MEC
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5. Select Review + create.
6. Review the product details, agree the terms and conditions, and select Create.
The VeloCloud Edge deployment to the Azure Private MEC gets triggered. It takes 10 to 15 minutes to

complete the deployment. Once the Edge is deployed successfully on Azure Private MEC, you can view
the connection status of the Edge in the Orchestrator portal from the Monitor > Edges page.
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Related Documents

The following documentation is available for Arista VeloCloud SD-WAN:

Arista VeloCloud SD-WAN Operator Guide

Arista VeloCloud SD-WAN Administration Guide

Arista VeloCloud SD-WAN Gateway Monitoring Guide

Arista VeloCloud SD-WAN Orchestrator Deployment and Monitoring Guide
Arista VeloCloud SD-WAN Partner Guide

Arista VeloCloud SASE Global Settings Guide

Arista VeloCloud SD-WAN Troubleshooting Guide

Arista VeloCloud SD-WAN Design Guide for Enhanced Firewall Services
Arista VeloCloud SD-WAN 6.4 API

Arista VeloCloud Portal API 6.4

Arista AliCloud Virtual Edge Deployment Guide

Arista AWD Virtual Edge Deployment Guide

Arista Azure Virtual Edge Deployment Guide

Arista Google Cloud Platform Virtual Edge Deployment Guide

Arista VeloCloud SASE and QRadar SIEM Integration Guide

Arista VeloCloud SD-WAN and Cloud on AWS Deployment Guide

Arista VeloCloud SD-WAN and Forcepoint SSE Integration Guide

Arista VeloCloud SD-WAN and Google Network Connectivity Center Integration Guide
Arista VeloCloud SD-WAN and Microsoft Route Server Integration Guide
Arista VeloCloud SD-WAN and Netskope SSE Integration Guide

Arista VeloCloud SD-WAN Azure Private Multi-Access Edge Compute Deployment Guide

Arista VeloCloud SD-WAN License Management Guide
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