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Chapter 1

VeloCloud SD-WAN and Microsoft Route Server Integration
Guide

This document provides instructions for integrating the VeloCloud SD-WAN with Microsoft Route Server.



Chapter 2

About VeloCloud SD-WAN and Microsoft Route Server
Integration Guide

The VeloCloud SD-WAN and Microsoft Route Server Integration Guide describes the configurations that
are required to integrate the VeloCloud SD-WAN with Microsoft Route Server. For guidance regarding
large scale deployments and best practices for Hub and Spoke topologies, contact your SD-WAN
Account Representative.

The VeloCloud SD-WAN and Microsoft Route Server Integration Guide includes the following topics:
» VeloCloud SD-WAN and Microsoft Route Server Integration Guide Overview

« Recommended Architecture

* Integrate VeloCloud SD-WAN with Microsoft Route Server

» Prerequisites
» Establish Branch-to-Cloud Connectivity

« Establish Branch-to-AVS Connectivity



Chapter 3

VeloCloud SD-WAN and Microsoft Route Server Integration
Overview

VeloCloud SD-WAN allows you to connect remote locations to Microsoft Virtual Network (VNET) in a simple,
optimized, and secure way. This section provides an overview of the VeloCloud SD-WAN and Microsoft
Route Server Integration, including recommended architecture.

VeloCloud SD-WAN allows you to connect remote locations to Microsoft Virtual Network (VNET) in a

simple, optimized, and secure way. SD-WAN leverages the Dynamic Multi-Path Optimization (DMPO)
technologies and distributed cloud gateway coverage across the globe. It transforms the unpredictable
broadband transport to enterprise-class quality connections and ensures the application performance from
on-premises to Microsoft Azure. Azure Route Server simplifies dynamic routing between your network virtual
appliance (NVA) and your virtual network. It allows you to exchange routing information directly through
Border Gateway Protocol (BGP) routing protocol between any NVA that supports the BGP routing protocol
and the Azure Software Defined Network (SDN) in the Azure Virtual Network (VNET) without the need to
manually configure or maintain route tables. Azure Route Server is a fully managed service and is configured
with high availability.

Azure Route Server simplifies configuration, management, and deployment of your NVA in your
virtual network.

The following diagram depicts the branch-to-cloud connectivity using VeloCloud SD-WAN and Microsoft
Route Server:

Figure 3-1: Branch-to-Cloud Connectivity using VeloCloud SD-WAN and Microsoft Route Server
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Recommended Architecture

The recommended architecture is to have a hub VPC and this hub VPC should not contain any workloads
other than the Network Virtual Appliance. The following diagram depicts the hub and spoke topology based
on the recommended architecture:

Figure 3-2: Recommended Architecture- Hub and Spoke Topology
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For additional information about Hub-Spoke network topology in Azure, refer to Hub-spoke network topology
in Azure.


https://learn.microsoft.com/en-us/azure/architecture/networking/architecture/hub-spoke?tabs=cli
https://learn.microsoft.com/en-us/azure/architecture/networking/architecture/hub-spoke?tabs=cli

Chapter

Integrate VeloCloud SD-WAN with Microsoft Route Server

4.1

You can integrate VeloCloud SD-WAN with Microsoft Route Server for the Establish Branch-to-Cloud
Connectivity and Establish Branch-to-AVS Connectivity use cases.

Prerequisites

Complete the following prerequisites before proceeding with integrating VeloCloud SD-WAN with
Route Server:

» Obtain Enterprise account access to VeloCloud Orchestrator.
» On the VeloCloud Edges, run software version 4.2.0 or newer.

» Obtain access to the Microsoft Azure portal with the appropriate IAM roles.

Establish Connectivity

Complete the following high-level tasks to establish connectivity:

1. Deploy a 2-member cluster in a region.

2. Deploy the Route Server.

3. Connect on-premises either to Microsoft Azure resources and/or to Azure VeloCloud Solutions (AVS)

For detailed instructions on how to integrate VeloCloud SD-WAN with Microsoft Route Server, see the
following use cases:

» Establish Branch-to-Cloud Connectivity

» Establish Branch-to-AVS Connectivity

Establish Branch-to-Cloud Connectivity

This section describes the steps to integrate VeloCloud SD-WAN with Microsoft Route Server for the
Establish Branch-to-Cloud Connectivity use case.



The following figure illustrates the branch-to-cloud connectivity.

Figure 4-1: Branch-to-Cloud Connectivity
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@ Note: As shown in the diagram, connect “host1” sitting on-premises to “VM1” and “VM2" in Azure.

To create Edge instances and Route Server and to establish branch-to-cloud connectivity, perform the

following tasks:

Guide.

Create two SD-WAN virtual Edge instances. For instructions, refer to the Azure Virtual Edge Deployment

Log in to the Orchestrator as an Enterprise user, and then add the two SD-WAN virtual Edge instances

to a cluster. For instructions, refer to the “Configure Edge Clustering” section in the VeloCloud SD-WAN
Administration Guide, and for more information, see the section titled, "How Edge Clustering Works."
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3. From the Azure Portal, create your Route Server. For instructions, refer to Create and Configure Route
Server using the Azure portal.

4. Retrieve the Azure Route Server IPs and ASN.
Figure 4-2: Azure Route Server IPs and ASN Details

Home > Route Servers

@AVS-VeIo-RouteServer 2 x

Route Server
Search (Cmd+/) . [ Delete
@ Overview # Essentials JSON View

» : ContosoHealthcare Status Succeeded
General

westus Virtual Network / Subnet : ContosoHealthcare-vNet/RouteServerSubnet

B Activity Log
Production - Contoso Azure ViMware Solution ASN 65515

"8 Access Control (IAM) Peer Ips 10394, 10395

@ Tags

Tags (change) Click here to add tags

Settings

5. From the Orchestrator, for the first Edge called sdwan-edgel:

a. Statically assign an IP address to GE3 interface, which can be retrieved by selecting Test &
Troubleshoot > Remote Diaghostics > Edge > Interface status.

Figure 4-3: Configure GE3 Routed Interface

Interface Status Run

Test Duration: 2.002 seconds

Routed Interfaces

Name MAC Address Link D 1P Add Speed Autonegotiation RX errors T
GE2 00:22:48:08:20:99 true 10345 255.255.255.0 40000 Mbps, full duplex on 0 0
| Gea 00:22:48:08:20:19 true 10.3.5.5 255.265.2550 | 40000 Mbps, full duplex  on 0 0
GE4 false N/A NiA NIA NIA -1 1
GES false NIA NIA NIA N/A -1 1
GE& false N/A NiA NIA N/A -1 1
GE7 false NIA NIA MIA N/A -1 1
GEB8 false NIA NIA MNiA N/A -1 1

Figure 4-4: GE3 Interface Settings

Interface Settings | @ Add Subinterface || @ Add Secondary IP

B switch Port

Settings @D Routed Interface Settings Multicast
Interface
Actions Override  Interface Mode VLANS Addressing WAN Overlay Segment IGMP PIM | VNF Insertion
Edit # Der IPv4 - DHCP disabled Global Segment x
Edit ®  @DeE2 IPv4 - DHCP =Auto Detect  all segments X
Edit & ) GE3 IPv4 - Static disabled (Global Segment x
Edit ) E4 IPv4 - DHCP = Auto Detect all segments x


https://login.microsoftonline.com/organizations/oauth2/v2.0/authorize?redirect_uri=https%3A%2F%2Fportal.azure.com%2Fsignin%2Findex%2F&response_type=code%20id_token&scope=https%3A%2F%2Fmanagement.core.windows.net%2F%2Fuser_impersonation%20openid%20email%20profile&state=OpenIdConnect.AuthenticationProperties%3Dk-bCYRLSttI54DuosN1uSt4Xeuo9JX7rThxF0gTwe8FV0nF1ApQM3YxA4foxxAz7rnndPR2VDrDRJrN5ytn6flmPZI677PGQMW2u_7BfTGD1ui_NIlOK9PzOvtDID2TPy0M0pfjHi-2Mu0SsLH0S62Kb4oVfqxllFolcoAvKa3ElBp37fGGEoLOvJ816ML-gJ6X-aNiisTwQkcWHVyVLbIICHiBImAej8Vk5Vu6EU2aThfhVC4rPDtjI4XjPic0NEBdMjCNaq-HMu417FXmuwxP43NDo0MswbMwnUAYcW16_ZliSR0nD-EhoiU8Y1ubeNC-3OMwXHMgsqX1yqJcVAfAdUBEdxRW3L3GY3p6BiA2KTk_Fd8mRmqmLncn-ITnwQL_kNbJMF3mGBUhFCiFCyIDMHtqVxjyvkOk5JqP8p5y3SLxEyYKReUU-qwbhav9oRl5c9cayahCVOU1MF0lHxqz3Qi904msQH1a30nQ7kAA&response_mode=form_post&nonce=638917156493635628.MTIyYmMzYzgtMzkyMi00YTFmLWFlMTgtYWQ1NTU4Y2QyNTE5YzRhODFiOTMtNjlhNC00ZDVmLTkxMjEtOTRiMTc4MjBlODkx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&site_id=501430&instance_aware=true&client-request-id=371c5808-0feb-4270-b065-9f1142ea6050&x-client-SKU=ID_NET472&x-client-ver=8.3.0.0
https://learn.microsoft.com/en-us/azure/route-server/quickstart-create-route-server-portal
https://learn.microsoft.com/en-us/azure/route-server/quickstart-create-route-server-portal

b. Configure the static routes for your Edge to be able to reach the Route Server IPs.
Figure 4-5: Configure Static Routes

Local Routes

10.3.9.4/32 . 103.5.1 GE3 _v| J lo [none) vl -+
10.3.9.5/32 10.3.5.1 GE3 v/ 0 [none] v | -
NSD Routes

c. Configure BGP by assigning your local ASN, neighbour IP/ASN (from step 4.) and configure eBGP
multi-hop.

Figure 4-6: Configure BGP Settings

D [Cedn | Enable Edge Override . Y
Filter List €
I Local ASN 65111 I
Neighbors
Neighbor IP ASN Inbound Filter  Outbound Filter  Additional Options
1. 10,394 65515 Max-hop 2
2. 10.395 65515 Max-hop 2

NSD Neighbors

6. Repeat Steps 5.a-5.c for your second Edge sdwan-edgell.
7. From the Azure portal, complete the Route Server configuration by completing the following steps:
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a. Configure its peers, as shown in the following image.
Figure 4-7: Configure Peers for RouteServer

Home Route Servers AVS-Velo-RouteServer

'I' AVS-Velo-RouteServer | Peers

Route Server
) Search (Cmd+/) « t Add (O Refresh
@ Overview [] Name 14 ASN T4 IPv4 Address
General [} to-vedge1-rs 65111 10355
B Activity Log [(J}to-vedge11-rs 65112 10.3.114

Ao Access Control (IAM)
& Tags
Settings

& Configuration

1! Properties
' peers
) Locks
Monitor

(J Connection monitor

b. Configure Route Exchange, as explained here: Quickstart: Create and configure Route Server using
the Azure portal, and as shown in the following image.

Figure 4-8: Configure Route Exchange for RouteServer

Home > Route Servers > AVS-Velo-RouteServer

= AVS-Velo-RouteServer | Configuration

Route Server

£ Search (Cmd+/) ‘ 3

@ Overview Branch-to-branch A\’Disabled Enabled :l

General

E Activity Log

R, Access Control (IAM)
Tags

Settings

& Configuration


https://learn.microsoft.com/en-us/azure/route-server/quickstart-create-route-server-portal
https://learn.microsoft.com/en-us/azure/route-server/quickstart-create-route-server-portal
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8. Verify that the four BGP sessions are UP.
Figure 4-9: Verify BGP Sessions

BGP Edge Neighbor State Auto refresh | Paused v |
Edge Name Neighbor IP State State Changed Time Msg Re... Msg Sent Events Up/Down Prefix Rec...
vEdge11-rs 10.3.9.5 ° ESTABLISHED Sat Apr 24, 07:01:31 9 days 74707 65439 5 View 0iwidigh 1€
vEdge1-rs 10.3.9.5 @ ESTABLISHED Sat Apr 24, 07:01:01 8 days ag 74740 65435 7 View 01widi6h 14
vEdge1-rs 10.3.9.4 ° ESTABLISHED Sat Apr 24, 06:53:41 9 days ag 74743 B85435 T View 01widi6h 14
vEdge11-rs 10.32.9.4 o ESTABLISHED Sat Apr 24, 08:53:13 9 days 74753 65439 5 View 0widi6h 158

9. Configure VNET peering.
Figure 4-10: Configure VNET Peering
Home > ContosoHealthcare-vNet
<3 ContosoHealthcare-vNet | Peerings X
Virtual network
Search (Cmd+/) : - add () Refresh
Ovenew I Filter by name. I
B Activity log Name Peering status Peer Gateway transit
"B Access control (LAM)
AVS-Velo-Spoke-Peering Connected AVS-Velo-Spoke-vNet Enabled
L ] Tags
# Diagnose and solve problems
10. Verify route exchange as follows:
a. The Spoke VNET routes that are learned from the Route Server.
Figure 4-11: Verify Spoke VNET Route Exchange
|_Run_|

Troubleshoot BGP - Show BGP Neighbor Learned Routes

[1039.4

BGP table version is 78, local router ID is 10.3.4.5, vrf id 2
Default local pref 188, local AS 65111

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,

i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, 7 - incomplete

Network Next Hop Metric LocPrf Weight Path
*>110.2.2.0/24 10.3.9.4 1 65515 i
*>10.3.09.0/16 10.3.9.% T 65515 1

Test Duration: 1.001 seconds
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4.2

b. The ROBO Site routes that are advertised to the Route Server.
Figure 4-12:; Verify ROBO Site Route Exchange

Troubleshoot BGP - Show BGP Neighbor Advertised Routes

Global Segment v
10.3.9.4

Test Duration: 1.00

BGP table version is 78, local router ID is 10.3.4.5, vrf id 2

Default local pref 100, local AS 65111

Stotus codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.2.2.0/24 0.0.0.0 1 65515 i
*> 10.3.0.9/16 0.0.0.0 1 65515 i
hr 3 4 /24 0.0.0.0 1 65515 12076 12076 i
|‘> 10.255.4.0/24 9.0.0.0 42 32768 ?

Run a ping test to verify the connection between the ROBO Edge instance and VM1 or VM2.

Establish Branch-to-AVS Connectivity

This section describes the steps to integrate VeloCloud SD-WAN with Microsoft Route Server for the
Establish Branch-to-AVS Connectivity use case.

Azure VeloCloud Solution (AVS) enables enterprises to set up private clouds in Azure. The private cloud
contains Arista’s software defined datacenter clusters, built from dedicated bare-metal infrastructure from
Azure. All private clouds are provisioned with vCenter Server, vSphere, vSAN, and NSX-T. Organizations
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can migrate workloads from on-premises environments, create or deploy new virtual machines, and consume
Azure services from private clouds using the familiar Arista tools.

Figure 4-13: Establish Branch-to-AVS Connectivity

Microsoft Azure

Express P
Route '_,-" MSEE  AVS |-
Hub VNET

VNET peering A VNET peering

Spoke VNET | Spoke VNET i
Y
<mun> :b @ " <num>
VNET B8GP | Route Server ' BGP VNET
" ,
D D ! :
ym vm E E | vm | ym
|
Cluster

SD-WAN edge 1 SD-WAN edge 2

Complete the following tasks to establish branch-to-AVS connectivity:

1. Create SD-WAN virtual Edge instances and Route Server. Refer to steps 1-10 in Establish Branch-to-
Cloud Connectivity.
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2. From the Azure Portal, configure a Virtual Network Gateway for Express Route as well as a Gateway
Subnet, as shown in the image below. For instructions, refer to Configure a Virtual Network Gateway for

ExpressRoute.

Figure 4-14: Configure Virtual Network Gateway

r ContosoHealthcare-ExR-GW =

Virtual network gateway

Search (Cmd+/)
. Overview
E Activity log
i Access control (IAM)
@ Tags
f Diagnose and solve problems
Settings
& Configuration

Connections

() Refresh —> Move [l Delete
- Essentials View Cost
Resource group (change) SKU
ContosoHealthcare Standard
Location Gateway type
West US Expresshoute
Subscription (change) Virtual network
Production - Contoso Azure VMware Solution ContosoHealthcare-vNet
Subscription 1D Public IP address

Tags (change)
Click here to add tags

3. Connect your Virtual Network to your Express Route Server:

a. From the Azure Portal, look up your AVS Private Cloud and request an Authorization Key.

Figure 4-15: Manage Connectivity of Virtual Network to Express Route Server

-~ ContosoHealthcare-PC | Connectivity = X

* AVS Private cloud
Search (Cmd+/)
& Overview
E  Activity log
"R, Access control (IAM)
& Togs
& Diagnose and solve problems
Settings
£ Locks
Manage

® Connectivity

) Refresh

Settings  ExpressRoute  HCX  Public IP  ExpressRoute Global Reach

ExpressRoute ID

Ssubscriptions/1543a39a-4e61-4e12 - 9dde - JaBdBa9Ted 54 /resourceGroups/trtd 1 -cust-p01 tus/| ders/Microsoft N k ircuits/tnt... [

Private peering ID
fsubscriptions/1543a39a-4e61-def2-9dde-1aBdBa9 Tcd 54/ resourceGroups/tntd 1 -cust-p01-westus/providers/Microsoft. Network/expressRouteCircuits/tnt... [0

I I Request an -uthorization key | () Refresh
Name Key

I exr-lo-avs 17d5715e-9653-4241-9d 3e-46b6 39644116 I ]
aviatrix-ynet ed75¢023-Te52-430e-97ac-dfeB22732219 D
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https://learn.microsoft.com/en-us/azure/expressroute/expressroute-howto-add-gateway-portal-resource-manager
https://learn.microsoft.com/en-us/azure/expressroute/expressroute-howto-add-gateway-portal-resource-manager

b. Connect your Virtual network to your Express Route Server, as shown in the following image.

Figure 4-16: Connect Virtual Network to Express Route Server

® ContosoHealthcare-ExR-GW | Connections =

ke gatews,

Search (Cmd+) b add () Refresh
L Overview aarch st
W Activity log Name Ty Status T4, Connection type ti Peer
R, Access control (IAM) exrtoavs Succeeded ExpressRoute trvtd 1 -cust-p01 -westus-er
@ Tigs
P 4 sob bl
£ Diagnose and solve problems
Settings

& Configuration

Connections

For information, see Azure VMware Solution Networking and interconnectivity concepts.
4. Verify the AVS subnets are advertised by the Route Server to your virtual Edge instances.

The following image below shows the subnet Private Cloud Management Network.

Figure 4-17: Verify Connectivity of Virtual Network to Express Route

& ContosoHealthcare-PC | Connectivity =

¥ AVS Private cloud
Search (Cmd+/) L ") Refresh
@ Overview )
Settings  ExpressRoute HCX  Public IP  ExpressRoute Global Reach
M Activity log

vMotion network

192.168.9.128/25

"0 Access control (IAM)

L Tags
Private Cloud Management network

&’ Diagnose and solve problems 192.168.8.0/26

Settings Internet enabled
B Locks m Disabled
Manage

#* Connectivity


https://learn.microsoft.com/en-us/azure/azure-vmware/architecture-networking
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5. Log into Orchestrator and verify it is being learned by the virtual Edge.

Figure 4-18: Show BGP Neighbor Learned Routes

Troubleshoot BGP - Show BGP Neighbor Learned Routes

10.3.9.4

BGP table version is 78, local router ID is 10.3.4.5, vrf id

Default local pref 180, local AS 65111

Status codes: s suppressed, d damped, h history, * valid, >
i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self

Origin codes: i - IGP, e - EGP, 7 - incomplete

2

best, = multipath,

Network Next Hop Metric LocPrf Weight Path
*> 10.2.2.0/24 10.3.9.4 1 65515 i
*> 10.3.0.0/16 10.3.9.4 1 65515 i
*> 10.4.0.0/24 10.3.9.4 1 65515 12076 12076 1
*> 192.168.2.0/24 10.3.9.4 1 65515 12076 3 ?
> 192.168.8.8/26 10.3.9.4 1 65515 12076 398656 ?
> .1b8.8. 19.3.9.4 1 f
*> 192.168.9.0/25 10.3.9.4 1 65515 12076 398656 ?

Run

Test Duration: 1.002 seconds

6. Log into Orchestrator and then verify connectivity to the route table on the virtual Edge instances.

Run a ping test to verify the connection between the on-prem Edge instance, host1 and your workloads that

reside in AVS.
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References

Al Related Documents

The following documentation is available for Arista VeloCloud SD-WAN:

 Arista VeloCloud SD-WAN Operator Guide

* Avrista VeloCloud SD-WAN Administration Guide

» Arista VeloCloud SD-WAN Gateway Monitoring Guide

 Arista VeloCloud SD-WAN Orchestrator Deployment and Monitoring Guide
* Avrista VeloCloud SD-WAN Partner Guide

» Arista VeloCloud SASE Global Settings Guide

 Arista VeloCloud SD-WAN Troubleshooting Guide

* Avrista VeloCloud SD-WAN Design Guide for Enhanced Firewall Services

* Avrista VeloCloud SD-WAN 6.4 API

+ Arista VeloCloud Portal API 6.4

 Arista AliCloud Virtual Edge Deployment Guide

» Arista AWD Virtual Edge Deployment Guide

 Arista Azure Virtual Edge Deployment Guide

» Arista Google Cloud Platform Virtual Edge Deployment Guide

» Arista VeloCloud SASE and QRadar SIEM Integration Guide

 Arista VeloCloud SD-WAN and Cloud on AWS Deployment Guide

» Arista VeloCloud SD-WAN and Forcepoint SSE Integration Guide

» Arista VeloCloud SD-WAN and Google Network Connectivity Center Integration Guide
 Arista VeloCloud SD-WAN and Microsoft Route Server Integration Guide

» Arista VeloCloud SD-WAN and Netskope SSE Integration Guide

» Arista VeloCloud SD-WAN Azure Private Multi-Access Edge Compute Deployment Guide

» Arista VeloCloud SD-WAN License Management Guide
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