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Chapter 1

Configure SSE for PAN Prisma

Prerequisites

For the PAN Prisma SSE integration:

» An Enterprise user must first create a service account in the Palo Alto Networks Strata Cloud Manager
portal. For more information, see Create a Prisma Service Account.

» An Enterprise user must create IKE and IPsec profiles on the Palo Alto Networks Strata Cloud Manager

portal. These profiles can then be used for the SSE integration. For more information, see Palo Alto
Networks Strata Cloud Manager Configuration.

Note: As tunnel establishment is an asynchronous operation, the Security Service Edge

= (SSE) automated configuration for PAN Prisma might take 5 - 30 minutes per WAN link tunnel,
to complete.

Prisma Access is the Enterprise Security Solution offered by Palo Alto Networks (PAN). It is a cloud-
based solution.

Follow the below procedure to configure SSE Subscription and SSE Integration for PAN Prisma:

1. Inthe SD-WAN service of the Enterprise portal, navigate to Configure > Security Service Edge (SSE).

2. Click the SSE Subscriptions tab on the Security Service Edge (SSE) screen.
Figure 1-1: SSE Subscriptions for Prisma
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3. On each tile, click View to view the existing subscription details.
4. Click the vertical ellipsis, and then click Delete to delete a subscription.
5. To create a new subscription, click + New SSE Subscription.



The Configure SSE Subscription window appears.
Figure 1-2: Configure a new SSE Subscription for Prisma

W

Configure SSE Subscription

Name * Prisma
Subscription Type * Prisma Access
Tsglid* 123

User Name * test
Password * ssssssssssss

VALIDATE SUBSCRIPTION

= Note: The fields displayed on the screen vary depending on the selected Subscription Type.

Configure the following options:

Option Description

Name Enter a name for the subscription.

Subscription Type Select PAN Prisma from the drop-down menu.

Tsg Id Enter the ID. This value is a positive integer and can be found

in the Palo Alto Networks Strata Cloud Manager portal, under
Settings > Products.

User Name Enter the service account username.

Password Enter the service account password.

Note: Starting from the 4.5 release, the use of the
special character "<" in the password is no longer
supported. In cases where users have already used
"<" in their passwords in previous releases, they
must remove it to save any changes on the page.

= Note: The fields Tsg Id, User Name, and Password must match the values configured in the
- Palo Alto Networks Strata Cloud Manager portal.

Click Validate Subscription to make sure that the entered credentials are correct, and then click Save to
save the configured subscription.

After creating an SSE Subscription, you can proceed to create an SSE Integration.
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9. Navigate to Configure— Security Service Edge (SSE). By default, the SSE Integrations tab is displayed.

Figure 1-3: SSE Integrations for Prisma
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10. To create a new SSE integration, click + New SSE Integration.
Figure 1-4: Configure a new SSE Integration for Prisma

Security Service Edge (SSE) / Configure a New SSE Integration
Configure a New SSE Integration

A Choose Cloud Subscription

Subscription Type Choose Subscription Type

2. Create Network Service

3. Select Profile/Edges

o 550 Venaor wsea by @ L Tunnel eptoymant Status

@ Note: The fields displayed on the screen vary depending on the selected Subscription Type.

11. Under Choose Cloud Subscription section, configure the following options:




Option Description

Subscription Type Select a subscription type for which you want to set up an SSE
integration. The available options are:

e Prisma Access

¢ Symantec

Cloud Subscription Select a cloud subscription from the drop-down menu. Only
those cloud subscriptions that are configured under the SSE
vendor selected in Subscription Type, appear in the drop-
down menu.

These cloud subscriptions are populated based on the
configurations under Configure > Security Service Edge
(SSE) > SSE Subscriptions.

= Note: This field appears only when you select a
L= subscription type.

12. Click Next Step to activate the next section. Under the Network Service section, there are two tabs.
Configure the following options under the General tab:

Figure 1-5: Create Network Service - General

v (29 Create Network Service

General IKEAIPsec Information

All form fields are required

Service Name test
Minimum Bandwidth per Tunnel (Mbps) 2
Tunneling Protocol o Psec
IPsec Crypto Profile Andy-Test-IPsec-Defaults CREATE NEW
IKE Crypto Profile Andy-Test-IKEv2-Delaults + CREATE NEW
E INTIN
Option Description
Service Name Enter a unique service name.
Minimum Bandwidth per Tunnel (Mbps) Enter the required bandwidth. The default value is 2.
Tunneling Protocol By default, IPsec tunneling protocol is selected. You must

select the IPsec Crypto Profile and IKE Crypto Profile from
the respective drop-down menus. These drop-down menus
are populated based on the Profiles created in the Palo Alto
Networks Strata Cloud Manager portal.

13. The following options are displayed under the IKE/IPsec Information tab. These values must be
configured in the Palo Alto Networks Strata Cloud Manager portal. For more details about these fields,
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refer to the Arista VeloCloud SD-WAN Administration Guide - Configure Non SD-WAN Destinations Via
Edge section.

Figure 1-6: Create Network Service - IKE/IPsec Information

| e '}v) Create Network Service

General IKEAPsec Information

“ View IPSEC Cryplo Profile Settings

Name:
DH Group:
Authentication:
Encryption:

Lifetirne:

“ View IKE Crypto Profile Settings

Encryption:

Lifetirn:

14. Click Create and Continue to activate the next section.
15. Under Select Profile/Edges section, configure the following options:

Figure 1-7: Select Profile/Edges

v 3. Select Profile/Edges

Select Profile Quiick Start Profile
Select Segment Global Segment

® w

Global Segment O

Edges T Selected WAN Links Edge location r Datacenter Location
e2e_prisma_vce Palo Alto, CA, US
Pag 20 of 1 Edg
Verify capacity availability at Peer Endpoints for the Edges selected based on the configured Minimum Bandwidth value under "Create Network Service”

VALIDATE TUNNEL CONFIGURATION

SAVE AND FINISH



16.

17.

18.

19.

Option Description

Select Profile Select an SD-WAN Edge Profile from the drop-down menu.

Select Segment Select a Segment from the drop-down menu. By default, Global
Segment is selected.

= Note: You can select only one Segment for Prisma
L= subscription.

Once you select Profile and Segment, a list of Edges associated with the selected Profile gets auto-
populated. Select one or more Edges for which you wish to apply the SSE integration.

If an Edge has more than two WAN links, the first two WAN links are auto-populated in the table. You can
select the WAN links that you wish to use for the automation.

Click Validate Tunnel Configuration. A warning is displayed if any of the datacenters is over subscribed.

Note: The Validate Tunnel Configuration button is available only for the Prisma Access
|;= subscription type. In Prisma deployment, you must buy a license to add bandwidth capacity at a
datacenter. This license restricts the maximum throughput, thus displaying a warning.

Once the tunnel configuration is validated, click Save and Finish.
The newly created SSE integration appears on the list on the Security Service Edge (SSE) screen.



Chapter 2

Create a Prisma Service Account

The VeloCloud Orchestrator requires APl access for creating and configuring the integration service from
SD-WAN enabled branch locations. For the API integration to work, a service account must be created. This
service account authenticates the Orchestrator when it reaches out to the Prisma Access solution to request
OAuth 2.0 access tokens from the platform for APl authorization. This access type can be configured by
following the steps below:

1. Inthe Palo Alto Networks Strata Cloud Manager portal, navigate to Settings > Identity & Access.
The following screen appears:

Figure 2-1: Identity & Access

c. Identity & Accakss

Access Management for VeloCloud

2. Click the Add Identity button.



The Add New ldentity (VeloCloud) screen appears:
Figure 2-2: Add New Identity (VeloCloud)

Add New Identity (VeloCloud)

Identity Informatign Identity Information

Client Credentials Iidentity Type

Assign Roles Service Account Name @
sseautomationtest
Service Account Contact (Optional)
@massivedynamic.com
Description (Optional)

VECO - Enterprise 1027 - SSE integration account

3. Enter the following details:

Option Description

Identity Type Click the drop-down menu. The available options are:

» User: Portal user that is bound to a single person or
human identity.

¢ Service Account: These accounts are not bound to a
particular person and can be used for API integration.

You must select Service Account for the SSE integration.

Service Account Name Enter a unique name, that can be used to identify the account
on any platform.

Service Account Contact Enter the contact email address, that can be used to identify
and contact the account owner in case of emergencies. This
field is optional.

Description Enter description of the scope and use of the account. This field
is optional.

4. Click Next.



Create a Prisma Service Account

The Client Credentials screen appears:
Figure 2-3: Client Credentials

“Add New Identity (VeloCloud)

Identity Information & Client Credentials

Client Credentials Client ID

sseautomatior D Liam.pansery

Assign Roles
= Client Secret

SssssssssssnsssRsnsssRRRsRRERsRsREnS = I". QO

Please save the "Client Secret”, you will not be able to copy it after saving the new identity.

Enter the following details:

Option Description

Client ID This value is system generated and is in the format: <service
account name>@<tsg ID>.iam.panserviceaccount.com

Note: Make a note of <service account name> and
= <tsg ID>. These values are required during the SSE
o workflow in the Orchestrator.

Client Secret This value is system generated. It is a pre-shared key that can
be used to request the OAuth2.0 tokens.

Note:

» These credentials must be used to access the OAuth token request API. As this is sensitive
information, make sure to store these credentials taking into consideration your organization’s
data protection policies.

» After the account is created, the credentials can no longer be pulled from the Prisma Ul. If you
lose the credentials, you must create new credentials. The old credentials become invalid.

After you have entered all the detalils, click Next.
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The Assign Roles screen appears:
Figure 2-4: Assign Roles

Add New Identity (VeloCloud)

Identity Information @

Assign Roles optional

Client Credentials I& Apps & Services Role

guration W MNetwork Administrator X

Assign Roles

7. To limit the scope of access for the service account, it must be associated with the Apps & Services, and

within each associated App, a Role must be designated. For the SSE workflow, ensure that the following
access is defined:

Option Description

Apps & Services Select Prisma Access & NGFW Configuration from the drop-
down menu.

Role Select Network Administrator.

8. After the account scope is defined, click Submit.

Configure the IKE and IPsec profiles. For more information, see Palo Alto Networks Strata Cloud Manager
Configuration.




Chapter 3

Palo Alto Networks Strata Cloud Manager Configuration

Before configuring the Security Service Edge (SSE) automation, you must first configure IKE and IPsec
profiles to be used by the SSE automation. This is required for initiating the tunnel from the Edge to Prisma

Cloud. This is a one-time manual configuration that must be performed in the Palo Alto Networks Strata Cloud
Manager portal.

There is no dedicated location in the Palo Alto Networks Strata Cloud Manager portal to configure the IKE
and IPsec profiles. Hence, this configuration must be done in the Remote Networks configuration section.

You can reuse the existing profiles if they have been already configured and supported by the Edges. To
create new profiles, refer to the below template:

e AES 128 CBC

» DH Group 14 (IKE Crypto Profile)

» PFS configured (same as the DH Group value)
e SHA 256

» |KE SA Lifetime 1440 min

IPsec SA Lifetime 480 min

|;: Note: This template is just an example. You can configure a stronger encryption algorithm if needed.

Follow the below steps to configure IKE and IPsec profiles:

Note: This procedure is for guidance purpose only.

(T
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1. Loginto the Palo Alto Networks Strata Cloud Manager portal. The following screen is displayed:
Figure 3-1: Dashboards

Dashboards

o+ SASE Heats

Workflows

Frinra Azcews Setup

B bt b

2. Navigate to Workflows > Prisma Access Setup > Remote Networks as shown in the above screenshot.
The Remote Networks Setup screen appears.

3. Click Add Remote Networks in the top right corner of the Remote Networks Setup screen.
Figure 3-2: Remote Networks Setup

Remote Networks Setup ©
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4,

5.

In the Add Remote Networks screen, ignore the mandatory fields and directly go to the IKE and IPsec
profile configurations, by clicking Set Up in the Primary Tunnel section as shown below:

Figure 3-3: Add Remote Networks

Add Remote Networks

General

Primary Tunnel

Routing

In the Create IPsec Tunnel screen, click Create New.
Figure 3-4: Create IPsec Tunnel

Create IPSec Tunnel

IPSec Tunnel
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6. Ignore all the mandatory fields and scroll down to the bottom of this screen. Click IKE Advanced Options.
Figure 3-5: Scroll to IKE Advanced Options

Create IPSec Tunnel

Create IPSec Tunnel

StaticIP =

IKE Passive Mode

Turn on Tunnel Monitoring

Proxy 1D
IPvd IPvé

Items (0)

Proxy ID Local Proxy 1D Remote Proxy ... Protocol
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7. Click Create New on the IKE Advanced Options screen.
Figure 3-6: IKE Advanced Options

IKE Advanced Options

Create IPSec Tunnel

IKE Protocol Version

IKEv1 only mode

IKEv1 Crypto Profile

Others-IKE-Crypto-Default

= Note: Ignore all the pre-configured options. You must create a new IKE profile to be used for the
VeloCloud SSE automation.
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8. Clicking Create New displays the following screen:
Figure 3-7: Create IKE Crypto Profile

Create IKE Crypto Profile

IKE Advanced Options

Mame *

Arista-IKE-defauliz

Encryption A

Authentication #

DH Group #

Lifetime

IKEvZ Authentication Multiple

9. Enter the values based on the template provided in the prerequisites section, and then click Save.
10. Click Save on the IKE Advanced Options screen to save the IKE profile.
This step takes you back to the Create IPsec Tunnel screen.
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11. Onthe Create IPsec Tunnel screen, click IPsec Advanced Options as shown below:
Figure 3-8: Scroll to IPsec Advanced Options

Create IPSec Tunnel

Create IPSec Tunnel

StaticIP =

IKE Passive Mode

Turn on Tunnel Monitoring

Proxy 1D
IPvd IPvé

Items (0)

Proxy ID Local Proxy 1D Remote Proxy ... Protocol
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12. Click Create New on the IPsec Advanced Options screen.
Figure 3-9: IPsec Advanced Options

IPSec Advanced Options

Create IPSec Tunnel

IPSec Crypto Profile

Others-IPSec-Crypto-Default

Anti Replay
Copy ToS

Enable GRE Encapsulation

= Note: Ignore all the pre-configured options. You must create a new IPsec profile to be used for
the VeloCloud SSE automation.
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13. Clicking Create New displays the following screen:
Figure 3-10: Create IPSec Crypto Profile

Create IPSec Crypto Profile

IPSec Advanced Options

Mame #

Arista-IPsec-Defaults

IPSec Protocol

ESP

Encryption #

Authentication #

DH Group

no-pis

Lifetime =

8 Hours

Lifesize

14. Enter the values based on the template provided in the prerequisites section, and then click Save.
15. Click Save on the IPsec Advanced Options screen to save the IPsec profile.

You may now log into the Orchestrator to configure the Security Service Edge (SSE) and initiate the
automation. For more information, see the topic Security Service Edge (SSE).




Chapter 4

Security Service Edge (SSE)

20

Starting from the 5.4.0 release, VeloCloud SD-WAN supports the Security Service Edge (SSE) feature.
This feature allows VeloCloud SD-WAN to easily integrate with a third party SSE vendor using seamless
automation through the Orchestrator. You can configure multiple SSE integrations with the same vendor.

Enterprise users can now configure Non SD-WAN Destinations via Edge and Cloud Subscription through
the Security Service Edge (SSE) feature. For manual configuration of network services, see the VeloCloud
SD-WAN Administration Guide - Configure Network Services.

:: Note: Currently, only Non SD-WAN Destination via Edge network service is supported.

To access the SSE feature, navigate to Configure > Security Service Edge (SSE). By default, the
SSE Integrations tab is displayed. Before creating an SSE Integration, you must first create an SSE
Subscription.

For an Enterprise user, the Security Service Edge (SSE) feature is activated by default. This feature
currently supports PAN Prisma and Symantec configurations.

For more information, please refer to the following topics:

» Configure SSE for Pan Prisma

» VeloCloud SD-WAN Configuration Guide SSE for Symantec

If you wish to edit the existing SSE integration, select the SSE integration from the list on the Security
Service Edge (SSE) screen, and then click Edit. You can also click the SSE integration name link to edit it.

To delete the SSE integration, select the SSE integration from the list, and then click Delete.

|5 Note: You cannot delete SSE integrations that are currently used by Edges.




Security Service Edge (SSE)

To monitor the automation status, click the View link in the Tunnel Deployment Status column. The
following screen appears:

Figure 4-1: Tunnel Deployment Status

Non SD-WAN Destinations Deployment Status for test ¥
0 0 0 8 0 0 0 -
[ ] L ] L] L L] L ®
Enqueued Pending In-Progress Completed Failed Timed Out Pending Delete
Y
Edge Action r Status Created 1 Last Modified AP Tracking Info
b e2e_symantec_vce createNvsFromEdgeSite Complete Dec 2, 2023, Dec 2, 2023, 5:41:32 Details
54115 AM AM
e2e_symantec_vce createOrUpdateEdgeConfiguration Complete Dec 2, 2023, Dec 2, 2023, 5:41:15 Details
54115 AM AM
= e2e_symantec_vce deleteEdgeConfiguration Complete Dec 2, 2023, Dec 2, 2023, 540015 Details
5:40:15 AM AM
> eZe_symantec_vce createOrUpdateEdgeCaonfiguration Complete Dec 1, 2023, Dec 1, 2023, Details
10:03:00 AM 10:03:00 AM
2 ele_symantec_vce createCrUpdateEdgeConfiguration Complete Dec, 2023, Dec 1, 2023, Details
1000215 AM 1002:15 AM
e2e_symantec_vce createOrpdateEdgeConfiguration Complete Dec i, 2023, Dec 1, 2023, 2:32:15 Details
93215 AM AM
» e2e_symantec_vce createOrUpdateEdgeConfiguration Complete Dec 1, 2023, Dec 1, 2023, Details
4:29:30 AM 4:29:30 AM
b ele_symantec_vce createOrUpdateEdgeConfiguration Complete Dec 1, 2023, Dec 1, 2023, Details
4:24:30 AM 4:24:30 AM -

The actions createOrUpdateEdgeConfiguration and deleteEdgeConfiguration indicate
the SSE automation to update the Orchestrator Edge Device settings. The other actions are for third-
party automations.

Note: You can also monitor the SSE deployment status on Monitor > Events and Monitor >
= Network Services > Non SD-WAN Destinations via Edge screens. For more information, see the
VeloCloud SD-WAN Administration Guide - Monitor events and Monitor Network Services.
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To verify whether the tunnels are up, go to Monitor > Edges, and hover the mouse under the Edge Tunnels

column. You can view the details as shown below:
Figure 4-2: Edge Tunnels

&

Edges
Network Overvie
etwork Overview earch y v m
Edges
W Network Services > Map Distribution
* Routing Name Status  + | Links Edge Tunnsls | Gateways Profile
Alerts
Branch-Edge e Connected (1 : View Branch Profile 52001
Events
NSD Via Edge Tunnels

Reports

Symantec SSE IPsec

GE1 Global Segment 34.139.172.102 » Up
Draper, US

GE1 Global Segment 34.83.136.59 » Up
Draper, US

After configuring the SSE subscription and integration:

Saltware version

Edge 520-V

Serlal number

VCO5200055596

Last Contact

MNow 6, 2023

L 11:26:59 AM

» Associate the Security Service Edge Subscription to an Edge. For more information, see the VeloCloud

SD-WAN Administration Guide.

» Direct the network traffic to a specific Enterprise Cloud. Navigate to Configure > Edges > Business
Policy. Click + Add to add a new rule. For more information, see the VeloCloud SD-WAN Administration

Guide - Create Business Policy Rule.
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References

Al Related Documents

The following documentation is available for Arista VeloCloud SD-WAN:

» Arista VeloCloud SD-WAN Operator Guide

* Avrista VeloCloud SD-WAN Administration Guide

 Arista VeloCloud SD-WAN Gateway Monitoring Guide

 Arista VeloCloud SD-WAN Orchestrator Deployment and Monitoring Guide
* Avrista VeloCloud SD-WAN Partner Guide

 Arista VeloCloud SASE Global Settings Guide

 Arista VeloCloud SD-WAN Troubleshooting Guide

» Arista VeloCloud SD-WAN Design Guide for Enhanced Firewall Services

* Arista VeloCloud SD-WAN 6.4 API

 Avrista VeloCloud Portal API 6.4

 Arista AliCloud Virtual Edge Deployment Guide

 Arista AWD Virtual Edge Deployment Guide

» Arista Azure Virtual Edge Deployment Guide

» Arista Google Cloud Platform Virtual Edge Deployment Guide

 Arista VeloCloud SASE and QRadar SIEM Integration Guide

» Arista VeloCloud SD-WAN and Cloud on AWS Deployment Guide

» Arista VeloCloud SD-WAN and Forcepoint SSE Integration Guide
 Arista VeloCloud SD-WAN and Google Network Connectivity Center Integration Guide
» Arista VeloCloud SD-WAN and Microsoft Route Server Integration Guide

» Arista VeloCloud SD-WAN and Netskope SSE Integration Guide

 Arista VeloCloud SD-WAN Azure Private Multi-Access Edge Compute Deployment Guide

» Arista VeloCloud SD-WAN License Management Guide
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