c R I ST g Security Advisory 0115

Date: April 15, 2025

Revision Date Changes

1.0 April 15, 2025 Initial release
The CVE-ID tracking this issue: CVE-2025-0505
CVSSv3.1 Base Score: 10.0 (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N)

Common Weakness Enumeration:CWE- CWE-269: Improper Privilege Management
This vulnerability is being tracked by BUG 1046170

Description

On Arista CloudVision systems (virtual or physical on-premise deployments), Zero Touch
Provisioning can be used to gain admin privileges on the CloudVision system, with more
permissions than necessary, which can be used to query or manipulate system state for devices
under management. Note that CloudVision as-a-Service is not affected.

The issue was discovered internally by Arista. Arista is not aware of any malicious uses of this
issue in customer networks.

Vulnerability Assessment

Affected Software

CloudVision Portal Versions
e 2024.2.0 and 2024.2.1
e 2024.3.0

Note: All CV-CUE (on-premise) versions that ship with the above affected CloudVision Portal
(on-premise) versions are also affected.

Affected Platforms

The following products are affected by this vulnerability:
e CloudVision Portal, virtual appliance or physical appliance
e CloudVision CUE, virtual appliance or physical appliance

The following product versions and platforms are not affected by this vulnerability:

e Arista EOS-based products:



https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N&version=3.1
https://cwe.mitre.org/data/definitions/269.html
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710 Series

720D Series
720XP/722XPM Series
750X Series

7010 Series

7010X Series

7020R Series

7130 Series running EOS
7150 Series

7160 Series

7170 Series
7050X/X2/X3/X4 Series
7060X/X2/X4/X5/X6 Series
7250X Series
7260X/X3 Series
7280E/R/R2/R3 Series
7300X/X3 Series
7320X Series

7358X4 Series

7368X4 Series

7388X5 Series
7500E/R/R2/R3 Series
7700R4 Series
7800R3/R4 Series
CloudEOS

cEOS-lab

VEOS-lab

AWE 5000 Series
AWE 7200R Series

Arista Wireless Access Points
CloudVision CUE cloud service delivery
CloudVision eXchange, virtual or physical appliance
CloudVision as-a-Service
CloudVision AGNI

Arista 7130 Systems running MOS
Arista Converged Cloud Fabric and DANZ Monitoring Fabric (Formerly Big Switch

Nodes for BCF and BMF)
e Arista Network Detection and Response (NDR) Security Platform (Formerly Awake

NDR)

e Arista Edge Threat Management - Arista NG Firewall and Arista Micro Edge (Formerly
Untangle)
e Arista NetVisor OS, Arista NetVisor UNUM, and Insight Analytics (Formerly Pluribus)

Required Configuration for Exploitation

Zero Touch Provisioning is enabled by default on CloudVision Portal, as such there are no




c R I ST g Security Advisory 0115

configuration settings specific to this vulnerability.

The CloudVision versions listed in the “Affected Software” section above are vulnerable. In
order to determine your software version, navigate to the Settings page on the CloudVision UI.

Settings General Settings
View version and build information, enable or disable features, and configure cluster settings
General Settings R —
My Account Envall Token Revocation Date (1) 07012001, 05:30:00 [
Aceess Cantral - .
Session Management
Providers
Persistent Login '::I
Lisars
Sesgion Duration 1 day L)
Ralas
Sarvics Accounts kaximum Idla Time Disabled [
. aximum Sessions per Lser Disabled 1
Audit Logs - per U -
Expart Audit Logs Troubleshooting
Certificates CloudVision Version
) LIl Warsion 2100
Compliance Updates
LI Build Time Dec 18, 2024 23:10-07 GMT+E6:30
Licensas )
- LI Build Hash Nabda308a7
License Repository Ul Session Data Downdoad
Packaging .
Supported Device Software
Prafiles o
Minimurm EQS Varsion 4,230
Provisioning Settings Maximurm EOS Version 43232
- . ) . -
Developer Toos - Minimum Streaming Agent Varsion 1185
Recommended Streaming Agent Version 1316

MetS0QL Editor

Indicators of Compromise

The Zero Touch Provisioning screen shown in the image below can be used to check for
suspicious or unexpected device serial numbers. They could be:

¢ A device serial that the customer does not own
e A device serial that is known to not have been provisioned using ZTP
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aras ® B cvpadmin
Provisioning Zero Touch Provisioning
Change ZTF seltings, manage pirmited dovices, and view details about known dovices
Hatwork Provisioning
Configlets Manage Permitted Devices (0)
Image Ropository @ This table shows 1 devices that are curmently undergoing of have gone thicugh the 2 TP peocess. Clicic on a mow 1o see more status detals,
Tashs 55 ] o
Sorial Modol Pesmistod ITP Snatue oo HW Auth Verified n
Actions Update
Fiter Filtar Finpr Filter Filtgr Fitpe Filtar
Change Control -
el ] I DCS-72B05R-4BE6-M e Sucedss - o § das
Agtion Bungiet e
64
Templates ELISEY | DCS-705050K4-4808 N Suecess - s m"“
Studios
ac1z90] vEQS No Regesterad - No s::”
Wedkipaces
Expseet f0 G5V Showing 3of 3 rews

Frapahot Configuration

Ptz Cloud Accounts

Tags

Zero Towch Proviskoning

Mitigation

The ZTP component on CloudVision (on-premise) can be disabled by running the following on
any of the nodes of the CloudVision deployment (Note that this will disable the Zero Touch
Provisioning feature on CloudVision):

cvpi disable ztp
cvpi stop ztp

The following command can be used to verify that the component is stopped:

cvpi status ztp

Executing conmand. This nmay take sone tine...
Conpl eted 1/ 1 di scovered actions
primary conponents total:1 running:0 disabled:1

The component may be enabled after upgrading to one the remediated software versions (See
Resolution) using the following commands:

cvpi enable ztp
cvpi start ztp



https://www.arista.com#pageLink-1
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Resolution
The recommended resolution is to upgrade to a remediated software version at your earliest
convenience. Arista recommends customers move to the latest version of each release that
contains all the fixes listed below. For more information about upgrading see Upgrade | Setup
Guide | Arista CloudVision 2024.3 Help Center
CVE-2025-0505 has been fixed in the following releases:

= 2024.2.2 and later releases in the 2024.2.x train

= 2024.3.1 and later releases in the 2024.3.x train
Hotfix
No hotfix is available. Please upgrade to a remediated software version.
For More Information
If you require further assistance, or if you have any further questions regarding this security
notice, please contact the Arista Networks Technical Assistance Center (TAC) by one of the
following methods:

Open a Service Request

Contact information needed to open a new service request may be found at:
https://www.arista.com/en/support/customer-support



https://www.arista.io/help/2024.3/articles/dXBncmFkZS5BbGwudXBncmFkZQ==#dXBncmFkZUN2cA==-upgrading-a-cluster
https://www.arista.io/help/2024.3/articles/dXBncmFkZS5BbGwudXBncmFkZQ==#dXBncmFkZUN2cA==-upgrading-a-cluster
https://www.arista.com/en/support/customer-support
http://www.tcpdf.org

